Introduction to Multivariate Public
Key Cryptography

Geovandro Carlos C. F. Pereira
PhD advisor: Prof. Dr. Paulo S. L. M. Barreto

LARC - Computer Architecture and Networking Lab
Department of Computer Engineering and Digital Systems
Escola Politécnica
University of Sao Paulo

_lAS_IJ Slide 1




e Motivation to Post-Quantum Crypto

e Infroduction to MPKC

e Matsumoto-Imai Encryption
e« UOV Signature

e Technique for Key Size Reduction

e Security Analysis
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MOTIVC

Internet of Things (loT)

Any object connected fo the internet
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Sensor node Arduino
Smartcard (Java Card) u
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e Typical Platforms

‘ Sensor node Arduino
Smartcard (Java Card)

* Resources
* Instruction set of 8, 16 or 32 bits
 Small amount of RAM(2-8 KiB) and ROM (32-128 KiB)
* Low clock: 5-40 MHz

* Energy is expensive
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e Symmetric Crypto: ok
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e Symmetric Crypto: ok

e Conventional Asymmetric Criptography: bottleneck

Security relies on a few computational problems.
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e Symmetric Crypto: ok

e Conventional Asymmetric Criptography: bottleneck
Security relies on a few computational problems.

“Complex” operations (e.g. multiple-precision arithmetic).
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e Symmetric Crypto: ok

e Conventional Asymmetric Criptography: bottleneck
Security relies on a few computational problems.
“Complex” operations (e.g. multiple-precision arithmetic).

Threats in medium and long-terms:
e Shor [1997]

Quantum algorithm for DLP e IFP
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e Symmetric Crypto: ok

e Conventional Asymmetric Criptography: bottleneck
Security relies on a few computational problems.
“Complex” operations (e.g. multiple-precision arithmetic).

Threats in medium and long-terms:
e Shor [1997]

Quantum algorithm for DLP e IFP

e Barbulescu, Joux,...[2013]

Conventional algorithms for DLP over binary fields in quase-polynomial fime

End of pairings over binary fields (it was the most suitable for WSNs)
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MNoOTIVE

e Symmetric Crypto: ok

e Conventional Asymmetric Criptography: bottleneck
Security relies on a few computational problems.
“Complex” operations (e.g. multiple-precision arithmetic).

Threats in medium and long-terms:
e Shor [1997]

Quantum algorithm for DLP e IFP

e Barbulescu, Joux,...[2013]

Conventional algorithms for DLP over binary fields in quase-polynomial fime

End of pairings over binary fields (it was the most suitable for WSNs)

e Need for alternatives!
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e Post-Quantum Cryptography

Cryptosystems that resist to quantum algorithms.
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e Post-Quantum Cryptography
Cryptosystems that resist to quantum algorithms.

Main lines of research:
« Hash-based

+ Very efficient, large signatures.
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e Post-Quantum Cryptography
Cryptosystems that resist to quantum algorithms.

Main lines of research:
« Hash-based

Very efficient, large signatures.

« Code-based

Public Key Encryption schemes

+ Singatures (one-time, large keys)
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e Post-Quantum Cryptography
Cryptosystems that resist to quantum algorithms.

Main lines of research:
« Hash-based

+ Very efficient, large signatures.

« Code-based

+ Public Key Encryption schemes

+ Singatures (one-time, large keys)

« Lattice-based
* Encryption, Digital signatures, FHE
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e Post-Quantum Cryptography
Cryptosystems that resist to quantum algorithms.

Main lines of research:
« Hash-based

+ Very efficient, large signatures.

« Code-based

+ Public Key Encryption schemes

+ Singatures (one-time, large keys)

« Lattice-based
* Encryption, Digital signatures, FHE

« Multivariate Quadratic (MQ)

+ Some digital signature schemes are robust (original UOV, 14 years)

* Most of the encryption constructions were broken (Jintai has a new perspective about it)
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 Conventional Public Key Cryptography

 Need coprocessors in smartcards.

« Low flexibility for use or optimizations.
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 Conventional Public Key Cryptography
e Need coprocessors in smartcards.

« Low flexibility for use or optimizations.

o Advantages of MPKC

o Simplicity of Operations (matrices and vectors).
 Small fields avoid multiple-precision arithmetic.
 Long term security. (prevention against spying)

e Efficiency

Signature generation in 804 cycles by Ding [ASAP 2008].
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 Conventional Public Key Cryptography
e Need coprocessors in smartcards.

« Low flexibility for use or optimizations.

o Advantages of MPKC

o Simplicity of Operations (matrices and vectors).
 Small fields avoid multiple-precision arithmetic.

 Long term security. (prevention against spying)

e Efficiency
Signature generation in 804 cycles by Ding [ASAP 2008].
* Main Challenge

« Relatively large key sizes.

are FPCS
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e MPKC Constructions
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» Basic Property:

Cryptosystems whose public keys are a set of multivariate polynomials.
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» Basic Property:

« Cryptosystems whose public keys are a set of multivariate polynomials.

« Notation: the public key is given as:

P(xli"'ixn) = (P1(x1»”'»xn);l92(x1»"'»xn);"'»Pm(xp"‘;xn))
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« Given aplaintext M = (xq,, xy).
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« Given aplaintext M = (xq,, xy).

« Ciphertextis simply a polynomial evaluation:

P(M) = (p1(x1;"';xn);"';pm(xl;'”;xn)) = (C1,'“,Cm)
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« Given aplaintext M = (xq,, xy).

« Ciphertextis simply a polynomial evaluation:

P(M) = (p1(x1;"';xn);"';pm(xl;'”;xn)) = (C1,'“,Cm)

« To decrypt one needs to know a trapdoor so that it is
feasible to invert the quadratic map to find the plaintext:

(1, %) = P7H(eg, )
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« Public Key:

P(xl’ ...’xn) — (pl(xl, ...’xn), ...’pm(xl, ...,xn))
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« Public Key:

P(xl’ ...’xn) — (pl(xl, ...’xn), ...’pm(xl, ...,xn))

« Private Key: a trapdoor for computing P~1.
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« Public Key:

P(xl’ ...’xn) — (pl(xl, ...’xn), ...’pm(xl, ...,xn))

 Private Key: a trapdoor for computing P~1.

« Sign: given a hash (h4, -+, h,,), cOmpute

(1, %) = P7H(hy, i)
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Public Key:

P(xl’ ...’xn) — (pl(xl, ...’xn), ...’pm(xl, ...,xn))

Private Key: a trapdoor for computing P71,

Sign: given a hash (hy, -+, hy,), compute

(1, %) = P7H(hy, i)

Verify: (hy, -+, hy) = P(xq,*, Xp)
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Public Key:

P(xl’ ...’xn) — (pl(xl, ...,xn), ...’pm(xl, ...,xn))

Private Key: a trapdoor for computing P71,

Sign: given a hash (hy, -+, hy,), compute

(x1; ""xn) = P_l(hli rhm)

Verify: (hy, -+, hy) = P(xq,*, Xp)

All vars. and coeffs. are in the small field k.
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« Direct attack s to solve the set of equations:

P(M) = P(pl(xl,-~,xn),-~,pm(x1,---,xn)) = (C1,“°,Cm)
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« Direct attack s to solve the set of equations:

P(M) = P(pl(xl,-~,xn),-~,pm(x1,---,xn)) = (C1,“°,Cm)

« Solving a set of m randomly chosen (nonlinear) equations
with n variables is NP-complete.
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« Direct attack s to solve the set of equations:

P(M) = P(pl(xl,-~,xn),-~,pm(x1,---,xn)) = (C1,'“,Cm)

« Solving a set of m randomly chosen (nonlinear) equations
with n variables is NP-complete.

« But this does not necessarily ensure the security of the
systems.
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« Most of the schemes do not use exactly random maps.
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« Most of the schemes do not use exactly random maps.

Many systems have the structure

P(xl,---,xn) — Ll of o LZ(xlr'"rxn)
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« Most of the schemes do not use exactly random maps.

Many systems have the structure

P(xl,---,xn) — Ll of o LZ(xlr'"rxn)

« Fis a quadratic map with certain structure. (central map)
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Most of the schemes do not use exactly random maps.

Many systems have the structure

P(xl,---,xn) — Ll of o LZ(xlr'"rxn)

F is a quadratic map with certain structure. (central map)

This structure enables computing F~1 easily.
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Most of the schemes do not use exactly random maps.

Many systems have the structure

P(xl,---,xn) — Ll of o LZ(xlr'"rxn)

F is a quadratic map with certain structure. (central map)
This structure enables computing F~1 easily.

L, and L, are full-rank linear maps used to hide F.
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« MQ-Problem: Given a set of m quadratic polynomials in n
variables x = (x4, -+, x;,,), solve the system:

p1(x) =-=p,,(x) =0
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« MQ-Problem: Given a set of m quadratic polynomials in n
variables x = (x4, -+, x;,,), solve the system:

p1(x) = =pprx) =0

* IP-Problem: Given two polynomial maps Fy, F,: K — K™,
The problem is to look for two linear transformations L; and
L, (if they exist) s.1.:

Fi(xq,-,xp) =Ly o FoLy(xy,-,xp)
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iate Quadratic

Construction

* MQ system with m equations in n vars, all coefs. in F,:

Polynomial notation:

Pr (X1, oo, X)) = Z 'Pig-k)xixj + z Lgk)xi + )
iJj i

Vector notation:

D (X1, o, ) = xPExT 4 [y 4 (O
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x PR xT =py (k=1,..,m)
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otosysiem

« Previously, many unsuccesfull attempts to construct an
encryption scheme.

«  Small number of variables.

* Huge key sizes.

« |In 1988, Matsumoto and Imai adopted a “Big” Field in their
C* construction.
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« kis asmall finite field with |k| = q.
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yptosystem

« kis asmall finite field with |k| = q.

« K =k[x]/(g(x)) a degree n extension of k.
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yptosystem

k is a small finite field with |k| = q.

K = k[x]/(g(x)) a degree n extension of k.
The linear map ¢:K - k" and ¢ 1: k™ > K.

p(ag +arx + -+ an_1x" 1) = (ag, ay, -, ap_1)
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yptosystem-

« kis asmall finite field with |k| = q.

« K =k[x]/(g(x)) a degree n extension of k.
e Thelinearmap ¢:K - k" and ¢ 1: k™ - K.

p(ag +arx + -+ an_1x"1) = (ag, ay,+, Ap-1)

« Build a map F over K:

F=L10¢0F0¢_10L2

where the L; are randomly chosen invertible maps over k™
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yplosysiem

« kis asmall finite field with |k| = q.

« K =k[x]/(g(x)) a degree n extension of k.
e Thelinearmap ¢:K - k" and ¢ 1: k™ - K.

¢(ag + ayx + -+ ay_1x™ ) = (ag, ay,*, Ap_1)
« Build a map F over K:
F=L10¢0F0¢_10L2
where the L; are randomly chosen invertible maps over k™

. Inversion of F is related to the IP Problem
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 The map F adopted was:
F:K—K

X — Xq9+1
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« The map F adopted was:

F:K—K
X — Xq9+1
e Let
F(xl xn) — ¢ oF o ¢ 1(x11 xn) = (F;(xly"';xn);'”;Fm(xlx“‘;xn))
LR MPQS Slide 50




 The map F adopted was:
F:K—K

X — Xq9+1

F(xy, o, xp) = ¢ oFodp™(xq,

xn) = (F;(Xl, Y

xn); Y Fm(xll "'»xn))

. [ are quadratic polynomials because the map
X — x° is linear (it is the Frobenius automorphism of

order 9).
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yptosystem

* Encryption is done by the quadratic map over k™

F=L1°¢)°F°¢_1°L2

where L; are affine maps over k™.
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yptosystem

* Encryption is done by the quadratic map over k™

F=L1°¢)°F°¢_1°L2

where L; are affine maps over k™.

« Decryption is the inverse process
F1= LEl o o F71 o¢_1 OLI]'
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yptosysiem

» Requirement: G.C.D.(¢? +1,q" - 1) =1

to ensure the invertibility of the decryption map F*
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yptosystem-

» Requirement: G.C.D.(¢? +1,q" - 1) =1

to ensure the invertibility of the decryption map F1

« F7'X) =Xt X e K wheretx(q? +1)=1mod(q" - 1).
« The public key includes k and F = (Fy, -, E,)

« The private key includes L4, L, and K.
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« Trapdoor to invert F [Patarin]
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« Trapdoor to invert F [Patarin]
* h = Hash(M)
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« Trapdoor to invert F [Patarin]

* h=Hash(M)

« Split vars. into 2 sets: oll variables: 0 := (xq,,x,)
vinegar variables: V = (x3, ..., x},)
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« Trapdoor to invert F [Patarin]

* h=Hash(M)

« Split vars. into 2 sets: oll variables: 0 := (xq,,x,)
vinegar variables: V = (x3, ..., x},)

fk(xl) ' Xo,xl,... .'X,'{,) = h —

_ (k) ’ (k) 1 (k) (k) 1 k
_ZFU xixj+ZFij lx +zL xl+ZL x'; + ¢

oxV VXV
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« Trapdoor to invert F [Patarin]
* h=Hash(M)
 Choose uniformly at random vinegars: V = (x, ..., x},)

fk(xl; ' Xo,xl,... X{,) = h —

_ Z Fi(jk)xi X + Z Fi(k) X' + z [P, + Z L0y 4 )

oxV VXV
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« Trapdoor to invert F [Patarin]
* h = Hash(M)
« Fix vinegars: V = (x1, ..., x})

fk(xlr “',XO,Xi, ""leJ ) — hk

ZF(k)xx +ZF(R) "X +2L(k)xl+ZL(k) 4 et

oxV VXV

« This becomes an oxo system of linear equation:s.
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Trapdoor to invert F [Patarin]
h = Hash(M)
Fix vinegars: V == (x}, ..., x})

Fre(xq, 00 Xy X1y eeey Xpp ) =

(k) / (k) 1 1 (k) (k)1 k
ZF xxj+ZFij xl-xj+zLi xl-+ZLl. x'; + ¢
0 v

oxV VXV

This becomes an oxo system of linear equations.

It has a solution with high probability (= 1 —1/q).
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« Trapdoor to invert F [Patarin]

« Qil variables not mixed.

Vinegar Qil
vari‘ables vari‘ables

F(k) —

[~ Vinegar variables

¢ r~ Oilvariables
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« Rainbow Quadratic Map
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« UOV key sizes.

Log Chave Publica (KiB)

256

Scheme Public Key
(KiB)

Searcn Rainbow(F ., 30,29,29) 113.4
N Rainbow(F,s,29,20,20) 99.4
N Rainbow(Fs;, 25,24,24) 77.7
s | NC-Rainbow(Fs, 17,13,13) 66.7
" Memér CyclicUOV(F,s, 26,25) 14.5
| e UOVLRS (Fs, 26,52,26) 11.0
- CyclicRainbow(F,s, 17,13,13) 10.2
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e Technigue for Key Size
Reduction

-y o
=mn =
( l /“K e ! @ /
-y ) g
- 1 @
— Departamento de Engenharia de Computagao SN
e Sistemas Digitais ¥

_lAS_IJ Slide 66



« Technique for reduction of UOV public keys.
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« Technique for reduction of UOV public keys.

« Part of the public key with short representation.
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« Technique for reduction of UOV public keys.

« Part of the public key with short representation.

« Achieves a é6x reduction factor for 80-bit security.
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< =

Public matrix of coefficients Mp
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Public maftrix of coefficients Mp
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Vi@

Private matrix of coefficients Mg

.

<ENENEEEEEEE

F Y
U
0N\
\
Fm) N
\
s viv+1)
2

mx¢

!

-

L]

LR #HBCS

oo
-

( mm "

— Departamento de Engenharia de Computagao
e Sistemas Digitais

Slide 72



NG

Private matrix of coefficients Mg
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(@BSTe 3= == ~UOoOV__

« There is alinearrelation between B and F which only depends
on B,F and S [Petzoldt ef. al, 2010]

T =)

B=F-Ayoy(S)

Mp = B C
aT'S . {Sri-Ssi; l =
\ / , L Sri-Ssj + Srj-Ssis L F ]
¢ mx¢

1<r<vr<s<n

Me=1l F 0
\ /mxe’

¢
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By choosing Ayoy (S) invertible:

« F can be computed from B and Agdy
F=B-Aypy
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* ———

V1 =

By choosing Ayoy (S) invertible:

« F can be computed from B and Agdy
F=B-Aypy

 Thus, the choice of B becomes flexible.
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By choosing Ayoy (S) invertible:

« F can be computed from B and Aypy
F=B-Ayby
 Thus, the choice of B becomes flexible.

* In particular:
B = 0 does not result in a valid F,

B = Identity blocks, reveals too much info of 453y,

B circulant was adopted by [Petzoldt et. al, 2010]
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By choosing Ay (S) invertible:

« F can be computed from B and Agdy
F=B-Aypy

« Thus, the choice of B becomes flexible.

* In particular:
B = 0 does not result in a valid F,
B = Identity blocks, reveals too much info of 453y,
B circulant was adopted by [Petzoldt et. al, 2010]

Petzoldt et. al. showed by theorem that the choice of a
circulant B provides consistent UOV signatures.
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Public matrices P

p@
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Public matrices P

p@)
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Public matrices P

p®

-

L]

(LI 1R -'-"P Cs

oo
-y

( m-m "

— Departamento de Engenharia de Computagao
e Sistemas Digitais

Slide 82



Public matrices P

p®
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Public matrices P
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« |dea: Find equivalent private keys that enables solving any
given public key system.
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« |dea: Find equivalent private keys that enables solving any
given public key system.

« A class of equivalent private keys with a simpler structure.
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ldea: Find equivalent private keys that enables solving any
given public key system.

A class of equivalent private keys with a simpler structure.

Thus, private keys can be built using this short structure.
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« UQOV public key:

PO =5FOST 1 <i<m
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R - e

SUQUIVAIC

« UQV public key:
PO =SFWOST 1 <i<m
« Question: Are there classes of keys S'and F' s.t.

PO = sFOST — s'p'WeT 1 <j<m

where matrices F'™" share with F® the same trapdoor
structure?¢
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U UIV

« |dea: Infroduce a matrix Q in P®:

p® = sq-1oFOraT ST
« Define F'® .= F®qT
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-quivale in YoV

ldea: Infroduce a matrix Q in P®:

p® = s~ 1oF®OaTQT 'sT
Define F'® = QF®OQOT

We want Q that keeps the original F structure in F':

v —m— _ f v —m— f v —m —

— 3
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« From the previous equality we obtain:

p = (Q3F + Q. F3)0L + Q;F,08 =0

and Q5 = 0 is a solution.

IE T
Q=" 192
0 Q4 i
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U UIV

e Thus, FFO = oF®0T has the same structure of F®O,

« Going back to definition

P® = sq-1(QF®aMar ST
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U UIV

e Thus, FFO = oF®T has the same structure of F®,

« Going back to definition

PO = s 1(F'®)QT 'sT
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= . —

SUQUIVAIC

o Thus, F'® = oFr®qT has the same structure of F®,
« Going back to definition
PO = s 1(F'®)QT 'sT

« S0, defining §' := sQ~! one finally gets:

p) = g'Frg'T
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inUoOV

—V ——m —

S'=80"1=
0
S Q-1

« Note that Q=1 has the same structure of Q.

v

— 3
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SUQUIVAIC

- By choosing suitable values of Q7 %, it is possible to get:

S{ = lyxp
S2 = Opxm
SL’} = Imxm

what implies

Sé — 5351_15251_1 + 54_(54_ - 5351_152)_1
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U UIV

« Structure of S":

SI
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=1L

e Structure of S';

SI

« So, the answer is yes, there exist equivalent s F'® st

S'F'OEHT = (s H(QFPaT) (s HT = pO

and F'Y have the desired trapdoor structure.
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Constructions

Cryptanalysis

| MIA [pass| |—| 1985 |

C#F [nss) —

[@%]

—q MIA and CF [patos)

Birational Permutation

Birational Permutation [Sha!lﬂ]I

=
[UOV [krGo) |\

Quartz [PCGo1L] I::‘

SHash [PCGo1a, cGPO3)
[PMI |Dinoq), RSE(2)PKC [ksoy|

RSSE(2)PKC [Ksosa] T

Enhanced TTS [yoode, YC05]

1995 |

[CEVE3, Thelh, CSVOT]

—~| HFE [ksos, FI03, GIS06, DG1O, DH11||

——{ SHlash [Gnoz, DFSS0T, BEMRLL]

_{RSE(2)PKC.RSSE(2)PKC [wEPoy

' PMI
Rainbow peos] 2005 | PMI rcsos)]|

MFE [wyHL0S| |r'
MQQ) [GMmKos] l—

—{ Enhanced TTS [DHYCOGa, TW12a]

[~— MFE [pHNn+07]

I MQOQ) MDBEWD9, FOPGL0| |

|Enha.rmed STS [TGTFI0) F.h 1

2010 |

- Enhanced STS [Twi2a]

MQQ-Sig [coa+11] | ]
MFE-Dio [cH11]

MQQ-Sig, MQOQ-Enc (ef. see. 3.4.5)

MQQ-Enc [cs12]

dar<. HPCS

Departamento de Engenharia de Computagao

e Sistemas Digitais

MFE-Dio (cf. sec. 3.4.4)
THH
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Questions?e
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