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Abstract—The Internet has become the primary means of
communication, where many companies have multiple Internet
service providers to establish a Service Level Agreement (SLA).
Within this context, this paper shows a framework for virtual
networks establishment based on QoS classes, where traffic classi-
fication techniques are used to forward the traffic to the provider
defined in the SLA. It is expected to ensure QoS requirements
for each traffic class, and also to reduce the company costs. The
experiments show the capacity of the framework to classify the
traffic performing a feasible traffic differentiation according to
the defined QoS classes.

I. INTRODUCTION

The Internet has become the base for many companies to
offer their services. To guarantee Quality of Service (QoS),
companies establish Service Level Agreements (SLA) with
their Internet Service Providers (ISP). Currently, there is a
consensus that the Internet needs to be updated, creating the
so-called Future Internet [1]. Along with this, the Network
Virtualization (NV) approach has arisen as one of the most
important technologies for the Future Internet.

Applications have different quality requirements, where
some applications need a complex network infrastructure to
experience good QoS. On the other hand, other applications
require just a basic network infrastructure to ensure a good
QoS. Tied to this fact, the provider charges more to offer a
high quality infrastructure. So, the companies end up paying
a high value to have a complex infrastructure, when only part
of the existing traffic requires such level of quality, generating
unnecessary expenses.

Within this context, this paper proposes a framework for
SLA Establishment of Virtual Networks (VN) based on QoS
Classes. The framework aims to: define some QoS traffic
classes, negotiate the desired virtual networks with the ISPs
(the SLA negotiation), bind the QoS classes with the negoti-
ated VNs, and forward the client’s traffic to the appropriated
VN according to the class of the traffic. The idea of the
framework is to reflect the particular needs of each client,
with the corresponding cost for each network configuration.

The virtualization allows the framework to establish the VN
through a full negotiation: it negotiates not only resources
(measurable parameters), but also the features (parameters
behaviors) of the virtual network with the provider.

For example, a given client may need to establish a network
with resource reservation and traffic engineering (complex
network), while for another client a simple OSPF with Ipv4
network may be enough.
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This paper is organized as follows. Section II presents
related work regarding frameworks for SLA and/or virtual
networks. Section IIT describes the proposed framework, as
well as the modules in the client and providers. Section
IV details the traffic classification approach used. Section V
summarizes the SLA negotiation process. Section VI presents
and explains some results of the developed forward schema,
and Section VII concludes the paper and presents future work.

II. RELATED WORK

In this section we describe some important works related to
SLA frameworks.

Venticinque et al. [2] present a component of mOSAIC
framework, called Cloud Agency, which is a broker of Cloud
resources from different providers that tries to fulfill the
requirements of the applications. According to the available
offers, it will generate a SLA that represents the resource
negotiation Cloud providers.

Comuzzi et al. [3] show a technical architecture for a
multilevel SLA management framework. The work discusses
the fundamental components and covers the core SLA man-
agement life cycle, including negotiation, provisioning, mon-
itoring, and adjustment.

Zou et al. [4] propose an architecture called Virtual Auto-
mated Trust Negotiation (VATN) to centralize ATN policies
and credentials for multiple virtual machines in a physical
node into a privileged virtual machine.

Zaheer et al. [1] show V-Mart, an open market model
for automated service negotiation in network virtual environ-
ments for Virtual Network Providers (VNP) and Infrastructure
Providers (InP). For InPs, V-Mart fosters an open competition
through auctioning, and the VNP can disseminate a request
for quotation when it desires to set up a virtual network.

None of the papers found in the literature focus on the
development of a framework that performs the establishment
of virtual networks based on QoS classes by applying traffic
classification techniques, which is the proposal of this work.

III. PROPOSED FRAMEWORK

The Internet has been growing and many companies use it as
a basis for their services. To utilize a service available through
the Internet, clients usually establish with the desired provider
a SLA that specifies properties which must be maintained
during service provisioning. Currently, there is no guarantee



of service level on the Internet. Hence, there is a consensus
that it needs to evolve to a Future Internet.

Based on this scenario of Future Internet and the needs
of the users towards the resources provided by ISPs, the
proposed framework aims to provide QoS for the client in
a multiprovider context. The framework aims to execute all
the steps to establish a virtual network between the client and
an ISP, comprising: the definition, negotiation, deployment,
and usage (traffic differentiation and forwarding) of the virtual
networks.

The framework performs a full negotiation of the virtual
networks, i.e., it negotiates with the provider not only network
resources (bandwidth for example), but also the protocols of
the virtual network. Besides this, classification techniques are
used to forward the traffic to the virtual network negotiated to
be the most suitable for the defined class.

Using the framework, the client expects to meet the re-
quirements of each defined traffic class, since each class has
different networking requirements to achieve QoS, such as
delay, jitter, and others.

Next, the modules defined in the client side and provider
side are shown, where a description of the functionality of
each module is presented.

A. Client Modules

Below, the tasks for the Client are listed:

o Define the QoS Classes;

¢ Generate the mapping between the QoS Classes and the
defined Virtual Networks;

o Specify the SLA proposal;

o Perform the negotiation;

o Decide with which provider to deploy the virtual network;

o Classify the flows;

o Forward the traffic according to the negotiation and the
flow classification.

Therefore, the client needs the modules described as fol-
lows, which are presented in Figure 1.
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1) Client Management: This module manages the general
aspects and issues related to the SLA, first specifying it, and
then using the other modules to perform the negotiation of the
virtual networks with the providers.

2) Client Configuration: The Configuration module han-
dles the data regarding: the providers for the negotiation
process, the general information, the priority of each criterion
on the negotiation process, and the configuration for the
similarity calculation between the protocols.

3) Communication: This module is responsible for the
message exchange between the Client and the providers.

4) Capture: The Capture module performs the packet cap-
ture and flow management. The flow management is to classify
identified flows, verifying which flow is active. To perform the
flow classification, the Classification module is used.

5) Classification: The Classification module classifies the
flows according to the following process (Detailed in Section
IV): packets are classified individually until the final decision,
based on five packets or two equal classifications in a row, in
order to avoid extra delay to the flow.

6) Decision Making: This module chooses the provider that
best fits the requirements in the SLA for each virtual network
based on the similarity values and the price charged by the
provider. The Multicriteria module is used in the decision.

7) Multicriteria: This module defines the Multicriteria De-
cision Making (MCDM) method used to evaluate the criteria
and performs the decision, choosing the most suitable provider
to deploy a specific virtual network of the SLA. Any MCDM
method existing in the literature can be used in this process.

8) SLA Analysis: The SLA Analysis module compares two
SLAs, evaluating the virtual networks requested in the SLA.
It is used to make a counter-proposal for a SLA request or to
evaluate the counter-proposal received with the original SLA.

Regarding the protocols negotiation, when a protocol re-
quested by the client can not be offered by the provider, it must
send another option (if available) in the SLA counter-proposal.
To choose the most suitable option for the counter-proposal,
the provider uses the modules Similarity and Distance.

9) Similarity: The Similarity module generates the similar-
ity values between the received and requested protocols.

10) Distance: The Distance module calculates the distance
between two objects, where any distance method for nominal
variables can be used in this process. The distance represents
an inverse proportional relation with similarity.

B. Provider Modules

Below, the tasks for the Provider are listed:

« Evaluate the SLA proposal received and send a counter-

proposal, based on the available resources;

o If the provider is chosen, it must deploy the virtual

network and notify the client that the VN is available.

So, the provider needs the modules described as follows,
which are illustrated in Figure 2. The Communication, SLA
Analysis, Similarity and Distance modules have the same func-
tionality previously described in Section III-A. The definition
and functionalities of other modules are as follows.

1) Provider Management: This is the main module of the
provider, which controls the provider side as a whole. It man-
ages when a service is provisioned until the virtual network
deployment is performed after the negotiation process.
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2) Provider Configuration: The Configuration module
loads the configuration that is requested by the Provider
Management module. The Configuration must provide the
information related to: available resources, the protocol avail-
ability, and the provider data for the SLA.

3) Resource Management: The Resource Management
module is responsible to manage the network resources avail-
able in the provider, i.e., to inform how much of a certain
resource is currently available for the negotiation process. The
deployment and the release of the virtual networks are made
by the Allocation module.

4) Allocation: This module controls the deployment of the
virtual networks, performing the allocation and deallocation
of resources for each virtual network in the SLA, as well as
the application of the desired protocols in the virtual network.

C. Framework Overview

Generally, to establish the virtual networks using the pro-
posed framework, the following sequence of steps must be
performed:

1) Define the QoS classes for the classification agent;

2) Apply the classification module;

3) Perform the match up of the parameters with each
provider;

4) Define the parameters of the negotiated virtual networks
in the SLA, and the mapping between the QoS classes
and the virtual networks;

5) Send the SLA proposal to each provider;

6) Each provider analyzes the SLA proposal and sends
a counter-proposal with the available resources and
protocols that best fit the client requirements;

7) The client analyzes the counter-proposals and chooses
the provider most suitable to deploy each of the virtual
networks defined in the SLA;

8) The client notifies each chosen provider;

9) The provider verifies the compatibility between the re-

ceived SLA and the available infrastructure, and deploys

the negotiated virtual network;

The provider notifies the client that the virtual net-

work(s) is(are) available;

The client receives the notification, allowing the forward

of the flows through the framework, and starts to use the

negotiated infrastructure.

10)

1)

Figure 3 shows the sequence of steps previously described,
where the numbers presented in the figure represent each of the
described steps. Some modules were omitted from the diagram
for the sake of simplicity and for an easy visualization.
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Fig. 3. Steps performed following the Framework.

IV. CLASSIFICATION AGENT

The classification agent aims to classify the network packets
into QoS classes in real time. So, we defined five traffic
classes: Audio (online radios, VoIP, and others), Control (con-
trol and management packets), Data (burst traffic using TCP
protocol), Video On Demand (on demand video traffic) and
Real Time Video (including live stream transmissions).

We evaluated two Machine Learning techniques: Naive
Bayes and Decision Tree [5]. In our previous work [6], we
evaluated some ML techniques for Four-QoS class classifier.
The Naive Bayes and Decision Tree techniques performed bet-
ter. Hence, now we evaluate these two techniques comparing
the performance evolution from Four-QoS class to the new
Five-QoS class approach.

In this new classification approach (Five-QoS class classi-
fier) the Video class was divided in two: Video on Demand and
Real Time Video. This division occurs due to the fact that these
two kinds of traffic have different QoS requirements, despite
both being related to video transmissions.

The approach for training the classifiers follows the same
applied in previous work [6]. After trained, we determine the
performance of the classifiers through the Accuracy metric
[7]. Tt represents the ratio between the sum of the correct
classifications and the total size of the sample.

The Four-Classes Naive Bayes, Five-Classes Naive Bayes,
Four-Classes Decision Tree and Five-Classes Decision Tree
get the performance of 0.949, 0.951, 0.956 and 0.974, respec-
tively. Based on this values, it is noted that all classifiers get a
good performance. The performance increase in the Five-QoS
class classifier can be justified by the fact that the division of
the Video class decreases the intersection that existed between
the two new classes and the others.

Furthermore, we evaluate the time for classification of
each classifier. In this evaluation, we applied a confidence
interval of 95%, which is showed in Figure 4. The Five-QoS
class Naive Bayes and the Four-QoS class Naive Bayes have
almost the same time for classification. However, the time for
classification of the Five-QoS class classifier Decision Tree
is lower than the Four-QoS class Decision Tree. This occurs
because the tree topology length generated in the training
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process for the Five-QoS class classifier was smaller than that
one for the Four-QoS class classifier due to the division of the
Video class.

The Five-QoS class Naive Bayes classifier was chosen to be
part of the classification agent. Aiming that the proposed agent
gets a good packet classification rate with a small impact in
the end-to-end delay of the applications.

After the classification process, the class of the packet is
placed in the Type Of Service (ToS) field in the IP packet
header. It allows the identification of the class of the packet
in the forwarding process.

V. VIRTUAL NETWORK NEGOTIATION

Regarding the virtual network negotiation, our previous
work [8] proposed a negotiation protocol for the negotiation
of flexible parameters, allowing the negotiation of any Virtual
Environment (VE), so the protocol can negotiate virtual net-
works and, for instance, virtual environments in clouds. The
negotiation process is only a small part of the framework as a
whole, and to detail the negotiation process is not the focus of
this paper. Here, we have to keep in mind that the negotiation
chooses one of the possible ISPs to deploy the virtual network.

VI. TRAFFIC DIFFERENTIATION

When the negotiation is finished, the framework is responsi-
ble to classify the flows, and according to the class, forward the
packets to the more suitable provider. So, the framework must
perform this forwarding, minimizing delay for the packets, in
order to not compromise the QoS of the applications.

The forwarding process has a cost (delay generation), so we
evaluate the capacity of the forwarding process and possible
overheads in the packet end-to-end delay. To evaluate it, we
compare the time taken for forwarding with the framework
against no framework use.

In the experiments, we varied the size of the packets and the
interval of sending packets. The results are shown in Figure
5. We note that in cases with small packet size (100 Bytes),
regardless of the sending interval, using the agent causes a
very small impact, with values for packet forwarding around
0.05 milliseconds.
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Fig. 5. Forward Time Results

In extreme cases, packets with the maximum size (1500
Bytes) and very small intervals (107 ms), the framework
generates a maximum delay of 0.3 milliseconds. Thus, these
experiments indicate that the framework does not cause sig-
nificant delays to the flows.

VII. CONCLUSION

This paper presents a framework for virtual network es-
tablishment based on QoS classes, where traffic classification
techniques are used to forward the traffic to the provider
defined in the SLA.

The experiments showed the effectiveness of the classi-
fication process, attesting to the capacity of the framework
to classify and forward the flows with a good accuracy in
a feasible time. As future work, we intend to extend the
framework for an end-to-end scenario.
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