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1. Percolation theory basics. The forest fire example.

2. Inverse percolation and network robustness.

3. Scale-free network robustness and Molloy-Reed criteria.
4. Critical Threshold in infinite networks

5. Critical Threshold in finite networks

6. Critical Threshold under attacks

7. Cascading failures: examples and empirical results

8. Modeling cascading failures: Failure Propagation model
9. Modeling cascading failures: Branching model
10.Building robustness and halting cascading failures.



Introduction



robust |r0 bast, 'r0 bast| adjective

(robuster, robustest ) strong and healthy;
vigorous: the Caplans are a robust, healthy
lot.

» (of an object) sturdy in construction: a
robust metal cabinet.

» (of a process, system, organization, etc.)
able to withstand or overcome adverse
conditions: California's robust property
market.

Robustness, means “oak” in latin, being the
symbol of strength and longevity in the
ancient world.



ROBUSTNESS IN COMPLEX SYSTEMS

Complex systems maintain their basic functions even under errors and failures

Cell & mutations

There are uncountable number of mutations and other errors in our cells, yet, we do not notice their
consequences.

Internet = router breakdowns

At any moment hundreds of routers on the internet are broken, yet, the internet as a whole does not
loose its functionality.

Where does robustness come from?

There are feedback loops in most complex systems that keep tab on the
component’s and the system’s ‘health’.

Could the network structure affect a system’s robustness?



Percolation Theory



ROBUSTNESS
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Section 8.2 Critical Exponents, Universality

» The value of p_depends on the lattice type, hence it is not universal.
For example, for a two-dimensional square lattice (Figure 8.4) we have
p. = 0.593, while for a two-dimensional triangular lattice p_ = 1/2 (site
percolation).

» The value of p_also changes with the lattice dimension: for a square
lattice p, = 0.593 (d = 2); for a simple cubic lattice (d = 3) p, ~ 0.3116.
Therefore in d = 3 we need to cover a smaller fraction of the nodes
with pebbles to reach the percolation transition.

e In contrast with p , the critical exponents do not depend on the lattice
type, but only on the lattice dimension. In two dimensions, the case
shown in Figure 8.4, we have v, = 43/18, B, = 5/36, and v = 4/3, for any
lattice. In three dimensions y, = 1.80, 8, = 0.41, and v = 0.88. For any
d > 6 we have v,=1,B8,=1,v=1/2, hence for large d the exponents are
independent of d as well [2].



Section 8.2 Network Breakdown: Inverse percolation

What, however, if the underlying network is not as regular as a square lat-
tice? As we will see in the coming sections, the answer depends on the pre-
s s 1‘ cise network topology. Yet, for random networks the answer continues to
f be provided by percolation theory: Random networks under random node
failures share the same scaling exponents as infinite-dimensional perco-
lation. Hence the critical exponents for a random network are v,=1,B,=1
and v = 1, corresponding to the d > 6 percolation exponents encountered
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Section 8.2 Percolation, Forrest Fire




Robustness of scale-free
networks



ROBUSTNESS OF SCALE-FREE NETWORKS

The interest in the robustness problem has three origins:
- Robustness of complex systems is an important problem in many areas
—>Many real networks are not regular, but have a scale-free topology

- In scale-free networks the scenario described above is not valid

Albert, Jeong, Barabasi, Nature 406 378 (2000)



ROBUSTNESS OF SCALE-FREE NETWORKS

Scale-free networks do not appear to

break apart under random failures.
Reason: the hubs.

The likelihood of removing a hub is small.
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Albert, Jeong, Barabasi, Nature 406 378 (2000)
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Section 2 Network Breakdown: Inverse percolation

What is the value of f?
Molloy-Reed criteria:
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Section 8.3 Molloy-Reed Criterium

[6]. For a giant component to exist each node that belongs to it must be
connected to at least two other nodes on average (Figure 8.8). Therefore, the
average degree k. of arandomly chosen node i that is part of the giant com-
ponent should be at least 2. Denote with P(k, | i <> j) the joint probability that
anode in a network with degree k. is connected to a nodej that is part of the
giant component. This conditional probability allows us to determine the
expected degree of nodei as

(ki lies jy=, kP(klie> )=2. (8.26)
k:






