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Scientific Integrity

Analysis of Misconduct in Images of Scientific Papers

Joao Phillipe Cardenuto* Anderson Rocha'

Abstract

The pressure of \publish or perish" in the competitive research environment of sci-
ence leads many scientists to misconduct. Aiming to foster scienti c integrity, this work
proposes a framework for detecting suspicious images of scienti ¢ articles. Its work ow
begins with a PDF le of a scienti c publication and ends with highlighting of suspected
fraud regions. This work ow is divided into four operation steps: image extraction, im-
age segmentation, clustering, and copy-move forgery detection. Each module of the
framework was validated individually. As a result, the framework has outperformed
existing methods for accomplishing each task. The image extraction achieves better
results on e ciency and e ectiveness than famous extraction images tools (e.g pd m-
ages); the segmentation achieves 98% accuracy on detecting relevant images regions
and a proposed fusion of copy-move forgery detection achieves the best result of 19%
average loU on a dataset with 100 images proposed by this work. In addition, a real
case of fraud was used to validate the framework as a whole. The images highlighted
by the framework were the same as described in the case’s retraction note.

1 Introduction

In an increasingly competitive environment of academic life, where the importance of a
scientist is measured in numbers of published articles, researchers are under pressure to
achieve a high number of publications per year. This phenomenon, coupled with the ease
of using image-editing tools such as Adobe Photoshop or GIMP, leads many researchers to
mishandle their results so that data and gures t their hypothesis. Fanelli [1] collected
data from surveys and meta-analysis to answer how many scientists falsify or fabricate their
scienti ¢ results. With his work, he concluded that while some scientists (2%) admit an
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Figure 1: (A) Number of retracted articles for speci ¢ causes by year of retraction. (B)
Percentage of published articles retracted for fraud or suspected fraud by year of publication.
Image extracted from [3] gure 1

act of misconduct during their career, when asked about their colleague’s behavior, the
rate increases to 14% and for a questionable act of their colleague, 72%. To understand the
correlation between journal impact factor and misconduct data duplication of their authors,
Oksvold [2] selected at random 120 articles from three di erent journals related to cancer,
with di erent impact factors. With his analysis, he found that 25% of journal articles
of impact factor less than ve or greater than twenty contains data duplication. For the
journals with impact factor of 5-10, the index was 22%. In a similar work, Fang et al. [3]
analyzed two thousand of retracted papers from the 1970s to 2012 on PubMed repository?.
Figure 1 extracted from Fang et. al. work [3] describes reasons of retracted papers by year.
Fraud/Suspect of Fraud are the most common retraction causes. With that data, Fang et
al. concluded that 67.4% of retractions were attributable to misconduct and pointed to the
raising of this percentage over time (Fig 1b).

1PubMed: An online repository of biomedicine papers. Website:
https://www.ncbi.nlm.nih.gov/pubmed/ (Last Access 6 of September of 2019
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De nition of Inappropriate Duplicated Image

Following the importance of any kind of research to prevent and detect misconduct, this work
concerns image manipulation/duplication detection in scienti c¢ publications. We based our
research on the work of Bik et al. [4], who manually screened 20,000 biomedical papers
from 40 di erent journals from 1995 to 2014 and found that 3.8% contained problematic

gures. In their study, they classify three di erent categories to inappropriate duplicated
images.

1.

Simple Duplication:

\Figures containing two or more identical panels, either within the same gure or
between di erent gures within the same paper, purporting to represent di erent
experimental conditions™ [4]. Examples of Simple Duplication category can be found
in Figure 2a;

Duplication with alteration:

\Images that were altered with complete or partial duplication of lanes, bands, or
groups of cells, sometimes with rotation or reversal with respect to each other, within
the same image panel or between panels or gure™ [4]. Examples of Duplication with
Alteration category can be found in Figure 2b;

Duplication with repositioning:

\Images with a clear region of overlap, where one image had been shifted, rotated, or
reversed with respect to the other" [4]. Examples of Duplication with Repositioning
category can be found in Figure 2c;

De nition of Research Misconduct

According to ORI 2 \research misconduct means fabrication, falsi cation, or plagiarism in
proposing, performing, or reviewing research, or in reporting research results" [5].

1.
2.

4.

Fabrication is making up data or results and recording or reporting them.

Falsi cation is manipulating research materials, equipment, or processes, or changing
or omitting data or results such that the research is not accurately represented in the
research record.

Plagiarism is the appropriation of another person’s ideas, processes, results, or words
without giving appropriate credit.

Research misconduct does not include honest error or di erences of opinion.

20RI: The Office Research Integrity : https://ori.hhs.gov/ (Access at 30/09/2019)
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Linking this de nition with Bik et al. [4] we can notice that in some circumstances we can

nd an image duplication or manipulation without a misconduct act. Concerning this, we
do not intend to propose context or human revision free method. With this background,
we developed a framework to highlight suspected duplicated images. The method begins
with raw PDF document ( standard for scienti c articles ) and ends highlighting the more
suspicious regions of their images. To validate the proposed framework we performed ex-
periments on each individual part of it and analyzed its behaviour for a real case of fraud,

explained in section 5.
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Figure 2: Types of duplication of scienti ¢ biomedical images. (a) Simple Duplication could
be caused by a human not intentional error. (b) Duplication with Alteration: Probably
intention misconduct. (c) Duplication with Repositioning: Probably consist of elaborated
fraud. All gures were extracted and modi ed from [4]



Scienti ¢ Integrity 5

This work is included in two projects concerned with data integrity. The rst one
is the DejaVu Thematic Project® at RECOD Laboratory (Reasoning for Complex Data)
IC-UNICAMP (Institute of Computing - University of Campinas) supported by FAPESP
2018/15864-4. The second is the Media Forensics Integrity Analytics (MediFor?) supported
by Advanced Research Projects Agency (DARPA-USA).

2 Objectives

The goal of this work is to research and develop an automatic open-source method that
provides a forensic analysis of manipulated images in scienti ¢ publications. This method
does not have the intention to provide a de nitive result, but it highlights the most suspicious
image regions to a human revision.

3 Related Works

To the best of our knowledge, there are just two works concerning automatic methodology
to detect image manipulation from a scienti ¢ paper in the literature: Acuna et al. [6] and
Bucci [7].

Work 1 - Acuna et al.

Acuna et al. [6] proposed an automatic work ow that starts with a collection of scienti c
images and ends with the most suspicious cases of misconduct.

During the rst step of their approach, each image in the collection is forward to a
copy-move detector. In the next step, they classify all the matches from the copy-move
detectors as biological or not, aiming to highlight the biological matches. In the end, to
con rm if any misconduct occurred, a human checks the results and judges each case.

The main contribution of their work is an automatic method used on several images,

Itering the suspicious ones to a human revision. This is important since a human could
not compare hundreds of papers as fast as a machine. On the other hand, a machine can
not easily distinguish reused gures as legit or fraud.

As mentioned by the authors, the implementation of the framework is limited by the
time complexity of copy-move detector. For this task, they extracted and matched features
with SIFT from each image of the collection, which seems to be an interesting area of
investigation.

3DejaVu: http://www.ic.unicamp.br/~dejavu (Accessed 25/10/2019)
“MediFor: https://engineering.purdue.edu/MEDIFOR (Accessed 25/10/2019)
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Work 2 - Bucci

Bucci [7] investigated an automated work ow to analyze image manipulation specialized in
western blot image.® His main contribution is a pipeline that starts with an article in PDF
format and ends with suspect image regions highlighted.

In his method, each page from a PDF input is converted to a JPG image. Then, a
segmentation step extracts all gure panels, using morphological operations. After this, a
handcrafted feature-based algorithm checks if two aligned blots from the same page were
cloned. In addition to the blot duplicate detection, Bucci used a commercial software
\Visual Similarity Duplicate Image Finder Pro" (MindGems Inc) to analyze image duplicate
from di erent documents.

4 Methodology

The methodology is divided into four sub-sections and summarized in gure 3:
1. Image Extraction
2. Segmentation

3. Detection

4. Clustering

2. Segmentation 4., Detection

1 : | ] . B ¢ A

w5

1. Image Extraction 3. Clustering

INPUT OUTPUT

Figure 3: Proposed Method to highlight candidates image regions of misconduct. 1. Image
Extraction- Extract all images embedded from a PDF document. 2. Segmentation- select
regions of an image semantically interest to investigate. 3. Clustering- Group similar images
based on their content. 4. Detection- Highlight suspect regions.

SWestern Blot Image: An image resulting from a technique to detect the presence of a speci ¢ protein
extracted from a biological substance. "The vast majority of the identi ed papers contain manipulations on
western blots". [7]
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4.1 Image Extraction

\A typical PDF le contains many thousands of objects, multiple compression mechanisms,
di erent font formats, and a mixture of vector and raster graphics together with a wide
variety of metadata and ancillary content™[8]. All image from a PDF are stored in a stream
dictionary embedded in the PDF document. This dictionary includes metadata and a ref-
erence to a table where the image is located (xref table). This metadata contains the image
position, compression type, and others information used by a PDF reader software. To
extract an image we use a free-software library PyMUPDF[9] to parse and locate the dic-
tionaries containing each image of each page. During the image extraction process we notice
two main issues that were corrupting the stream dictionary and causing miss interpretation:

1. Stencil Mask issue

2. One Image - Multiple Objects issue

4.1.1 Stencil Mask

The Stencil Mask issue was noticed during the extraction of images with (alpha) trans-
parency layer. Investigating this issue, we discovered that a lot of software (e.g. pd mages®)
that claimed to extract images from PDF, also extract those images in a corrupted way.
This issue was caused by a stencil mask that represents the transparency of the image in
another band, showed in Figure 4. This additional bits layer was not saved along with the
other images bands, and it was confusing all of the image extractors that we tested.

In order to address this issue, we follow the documentation of PyMuPDF [9]. But,
instead of adding the stencil mask on the image, we discard its transparency. Hence, the
extraction result is an RGB image, which does not a ect the next steps of the proposed
pipeline. Figure 5 shows a comparison of the standard extraction and our solution for the
image extraction solving the stencil-mask issue.

4.1.2 One Image - Multiple Objects

During an experiment with a set of les in PDF format, we noticed that some of the standard
software extract were cropping the extracted images into several slices, as pointed by Figure
6. Inspecting the PDF les, we noticed that the stream object of the corrupted image was
divided into multiples ones. Therefore, in order to increase corruption robustness to the
extraction, we developed a method that considers the object neighborhood. Hence, during
the image extraction process, we consider the location of each image on a page. If the

SLinux Portable Document Format (PDF) image extractor
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Figure 4. Stencil Mask image showing the transparency bits layer of an RGB image
(PyMuPDF Documentation 2019)[10]
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Figure 5: Comparison of standard and ours method extracting images with alpha layers
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distance between two images are less than a threshold we merge them into a single one.
We apply this process in a recursive fashion, considering the merged image position to the
next iterations. The full method is presented in the pseudo-algorithm 1.

STANDARD
EXTRACTION

OURS EXTRACTION
USING IMAGE OBJECT
NEIGHBORHOOD

(b) One merged object to represent the image

Figure 6: Comparison of standard methods and the neighborhood based proposed.
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Algorithm 1 Image Extraction

1: pdf : Input PDF le

2: imageExtractionSet : Output Images
3: procedure ImageExtraction(pdf)

4: imageExtractionSet  fg

5 for page in pdf:pages do

6 imageP ageSet  fg

7 for imgA in page:1mgObjects do

8 if imgA 2 ARGB then

9 Discart bhand A . Image has stencil mask

10: end if

11: for imgB in imageP ageSet do

12: if jimgA:position imgB:positionj < then

13: imagePageSet  imageP ageSetn fimgBg

14: imgA  MergeObjects(imgA;imgB) . Concatenate images
horizontally or vertically

15: end if

16: end for

17: imageP ageSet  imageP ageSet [ fimgAg

18: end for

19: imageExtractionSet  imageExtractionSet [ imageP ageSet

20: end for

21: return imageExtractionSet

22: end procedure

4.2 Segmentation

The goal of this step is selecting regions of an image that is semantically interesting to

investigate. In other words, we are removing text regions, journal logos, bar error graphs

and any other content that could not represent any sort of misconduct from our pipeline.

As a consequence of this Itering, we expect to increase e ciency and e ectiveness to the

framework, since it will discard images that could confuse the copy-move detectors. The

image segmentation process is divided into two steps: Preprocessing(4.2.1) and Classi-
cation(4.2.2) .
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Figure 7: Segmentation Pre-processing

4.2.1 Pre-processing

During the segmentation pre-processing we aim to separate the panels from the background,
all steps are summarized in the Figure 7.

Firstly, we check the histogram of an image to discover if the input image has or does
not have a background. Our heuristic is:

O If the highest intensity of the histogram is greater than  ( in our case = 230) and
its frequency in the histogram is greater then f (in our case f = 5%), the input image
has a background.

If the image does not have a background, then we assume that the whole image is a panel
and it goes directly to classi cation step.

If the image has background, we locate its the inside panels. For this, we activate all
edges (Fig 7.1) and object regions using morphological operations (Fig 7.2). After this, we
build an activation map doing a logical OR with the edges and the activated regions (Fig
7.3). At the end of the pre-processing, we nd all contours of a connected component from
the activation map, resulting in each sub gure panel of the image.

4.2.2 Classi cation

The classi cation process uses three trained CNN (Convolution Neural Networks) and a
SVM (Support Vector Machine) model to classify each sub gure as interesting or not. In
this subsection, we will explain the training process of each CNN and the SVM model.
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Figure 8: Panels Classes

Panel Classes

To address the problem of nding interesting panels, we de ne six classes that aim to
represent the diversity of a biomedical paper panel, as shown in Figure 8.

1. Western Blots

2. Biological { any part of a biological system
3. Flow cytometry images (FACS analysis)

4. Letters

5. Graphs

6. Others { includes drawings, journal logos etc

CNN Training

Our proposed CNN is a ne-tuned version of VGG-16 [11] CNN pre-trained on the dataset
ImageNet [12]. To address the ne-tuned process we remove the last layer (classi cation) of
the network and insert a layer of size six - number of classes of the problem - using softmax
as the activation function.

In contrast to the CNN input (224  224), the size and aspect ratio of the panels varies
on a range from 20 to 10000 on each dimension. Due to this variation, we notice that the
process of resizing was adding a lot of artifacts and confusing the CNN. To solve this issue,
we used three di erent models that were trained with di erent input resize approaches.
Figure 9 summarizes the CNN training process.

1. Stretched : Resize the input image to 224 224 using bilinear interpolation, not
preserving the original aspect ratio.
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Figure 9: Resizes approach to each CNN input

2. Reected : The rst step to this process is resizing the image proportionally so that
the large dimension of the image turns 224. After this, we centralize the image on a
sketch image that is 224 224, and re ect the smaller dimension in order to Il the
rest of the sketch.

3. Padded : This process is similar to the re ected one, but instead of lling the sketch
re ecting the image, we Il the sketch with a white background.

SVM Training

After training the three CNNs models, we trained an SVM model with kernel rbf on top of
them, which received as input the feature vector from the decision layer of each CNN. The
SVM model predict two classes (Fig 10):

1. Panel of Interest composed by Biological images, Western Blots and Flow Cytom-
etry

2. Not Interest composed by Letters, Graphs and Others.

4.3 Clustering

Due to the time complexity of the detection step, clustering is crucial for scalability of our
proposed pipeline (Fig 3), since it limits the number of analyzed images to the most similar
ones.

To perform clustering we use a feature extracted from the lastFully Connected layer
from the Re ected CNN (classi cation step 4.2.2). With these features, we measure pairwise
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Figure 10: Proposed model for classi cation of scienti ¢ article panel

similarity using the cosine similarity. With this, we build a rank and we assume that all
top-k (in our case k = 50) retrieval results are in the same cluster. The cosine similarity
between two vectorsA and B is de ned as:

. " AB:
similarity = cogq ) = i=1 M\ Bi

n 2 n 2
i=1 A i=1 B

4.4 Detection

After reviewing the literature of copy-move forgery detection (CMFD ), we nd the work of
Christlein et al. [13] with an evaluation of CMFD state-of-art approaches. The literature
describes a generic pipeline of £€MFD detector as presented in Figure 11, which outputs
a binary image with the suspectedCMFD region. The pre-processing (Fig 11.1) usually
consists of denoising and converting the image to grayscale. Two di erent approaches to
select regions can be done, after the pre-processing step. The rst one detects the keypoints
of an input (Fig 11.2.1), using the regions of high entropy, and selects the adjacent region
of each keypoint. The second approach divides the image into several rectangular regions
as if they were tiling on a wall ( Fig 11.2.2 ). For each region a feature vector is extracted
using one of the methods of the list:
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Figure 11: Typical processing pipeline of copy-move forgery detection. The output is a
binary mask where suspected regions is highlighted with white.

1. Keypoints-based 2. Block-based
(a) Speed Up Robust Fea- (a) Blur moments invariant - BLUR [17]
tures - SURF [14] (b) Circle Block - CIRCLE [18]

(b) Multi-scale analysis and
voting processes of a digi-
tal image with SURF fea-

(c) Discrete cosine transform -DCT [19]

(d) Discrete wavelet transform - DWT [20]

tures - SILVA [15] (e) Fourier-Mellin Transform - FMT [21]
(c) Scale Invariant Feature (f) Average grayscale intensities of a block and
Transform - SIFT [16] its sub-blocks -LIN [22]

(g) Zernike moments -ZERINKE [23]

The matching step uses the similarity of features extracted by the same method on dif-
ferent regions to indicate a suspect area (Fig 11.4). To remove some false positives, a
Itering process is applied to the matched features, discarding spatially close regions that
have similar content (Fig 11.5). At the end of the pipeline, post-processing is done to en-
hance the suspect regions with common behavior and delete outliers, generating the binary
output (Fig 11.6).

CMFD Fusion Voting

We proposed a fusion method with theCMFD state-of-art approaches to maximize their
performance. Our proposed Fusion Voting approach (Figure 12) interprets the binary out-
put as a voting map, where suspect regions have voting 1 and non-suspect 0. Aiming to add
scale robustness we perform a detection on four scaled versions of the input image. Each



