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Abstract

Maximum Distance Separable (MDS) matrices are a key component in several
cryptographic schemes. One of the most interesting features, from a cryptographic
point of view, of MDS matrices is the fact that these provide perfect diffusion for linear
layers.

Thus, this work will not only explore the characteristic of perfect diffusion in MDS
layers, but will also demonstrate that the use of MDS matrices is a necessary (but not
a sufficient) condition in order to achieve resistance against infinitely long invariant
subspace trails attacks in P-SPN linear layers. Moreover, it will also be presented some
MDS matrices construction techniques.
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1 Introduction

For thousands of years, Cryptography has been used in order to provide secure and confidential
communication between mutually trusted parties that communicate in an insecure environment
(channel). To do so, two entities, often denoted as Alice and Bob, must agree on a particular
secret to face the presence of an adversary, Eve, in the insecure channel, who can monitor

all communications between them.

When Alice wants to communicate with Bob, a key is agreed, and it is used to feed an
encryption scheme (cipher) to transform the messages in such a way that the adversary
cannot distinguish it from random data. The result of a message encryption is called
ciphertext. When Bob (or Alice) receives a ciphertext, the agreed key is used to transform
the ciphertext back into the original plaintezt in a process called decryption. A cryptosystem
constitutes a complete specification of the keys and how they are used to encrypt and decrypt

information.

Various types of cryptosystems of increasing sophistication have been used for many
purposes throughout history. Important applications have included sensitive communications
between political leaders, royalty, military forces, etc. However, with the development of
the internet, many new diverse applications have emerged. These include scenarios such as
encryption of passwords, credit card numbers, email, documents, files, and digital media,

among others.

The techniques used by an adversary to try to “break” a cryptosystem are named
cryptanalysis. The most obvious type of cryptanalysis is to try to guess the key agreed
between Alice and Bob. An attack in which the adversary tries to decrypt the ciphertext
with every possible key in turn is called an exhaustive key search. When the adversary tries
the correct key, the plaintext will be found, but when any other key is used, the decrypted
ciphertext will likely be a random string. So an obvious first step in designing a secure

cryptosystem is to specify a very large number of possible keys, so many that the adversary
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will not be able to test them all in any reasonable amount of time.

The proper design and implementation of cryptographic primitives thus provides data
integrity, authenticity, confidentiality, and non-repudiation. Confidentiality consists in
ensuring that secret information is available only to authorized parties by means of encryption.
The encryption process is equivalent to computing a function on sensitive information taking
as input an additional token, or key, as well. This function is easy to invert only for
those who own a trapdoor to this function, which is mathematically related to the key
used to compute the encryption. In some cases, the trapdoor can be the key itself. In
practice, computing the inverse function is equivalent to solving a computational problem,
which is easy to solve only for the trapdoor holder. Otherwise, solving the problem should
take exponential time on a conventional computer or even, in some cases, using quantum

algorithms.

1.1 Organization of this Work

As will be seen throughout this document, in some criptographic primitives the usage of
Maximum Distance Separable (MDS) codes play a key role, once they provide perfect
diffusion for ciphertext and key bits. The remaining work will explore MDS structures

focused on cryptographic applications, following the organization shown bellow.

e Section 2 exhibits a brief recapitulation of key terminologies regarding cryptosystems

design and security.

e Section 3 shows the main mathematical definitions and results that will be important

throughout this work, mostly regarding Linear Algebra and Coding Theory.

e Section 4 discusses some important use cases for MDS matrices in Cryptography,
and explains how MDS are well fit for designing the called non-trivial linear layers.

Particularly, Subsection 4.3.1 shows the main results and proofs proposed in this

paper.
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e Section 5 presents different construction techniques for MDS matrices that make use

of both companion and circulating matrices.

e Section 6 summarizes the major results and discussions presented in this work, and

indicates possible topics for future research.

2 Historical Background

2.1 Shannon’s Theory

The groundbreaking 1949s paper “Communication Theory of Secrecy Systems” published
by Claude Shannon [ | had a great influence on the scientific study of cryptography.
By considering some elementary probability theory, Shannon introduced many concepts
regarding the evaluation of a cryptosystem security.

Computational Security. This concept concerns the computational effort required by an
adversary to break a cryptosystem. A cryptosystem might be classified as computationally
secure if the best algorithm for breaking it requires at least N operations, where N is some
specified large number (usually, N is exponential under some cryptosystem parameter).
However, no cryptosystem can be proved to be secure under this definition. Indeed, the
computational security of a cryptosystem is usually studied with respect to certain specific
types of attacks (e.g., an exhaustive key search), but security against one specific attack
does not ensure security against some other type of attack.

Provable Security. Regards the evidence of security by means of a polynomial problem
reduction. That is, if it is proven that a cryptosystem is as hard to solve as a well known
difficult problem (e.g., prime factoring or discrete logarithm), the cryptosystem can be
called provably secure. This approach only provides a proof of security relative to some
other problem, not an absolute proof of security; similarly to proving that a problem is NP-
complete: it proves that the given problem is at least as difficult as any other NP-complete

problem, but it does not provide an absolute proof of the computational difficulty.
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Unconditional Security. A cryptosystem is defined to be unconditionally secure if it
cannot be broken, even with infinite computational resources.

When discussing the security of a cryptosystem, we should also specify the type of attack
that is being considered. As will be seen throughout this work, we will be focusing in a

called Invariant Subspace Attack on block ciphers that rely on MDS codes.

2.2 Block and Stream Ciphers

Cryptosystems are usually categorized as block ciphers or stream ciphers. In a block cipher,
the plaintext is divided into fixed-sized chunks called blocks, where each block will be
encrypt or decrypt at a time. As instance, AES is a block cipher with a fixed block size of
128 bits, and a key size of 128, 192, or 256 bits.

In contrast, a stream cipher first uses the key to construct a keystream, which is a
bitstring that has exactly the same length as the plaintext, which in turn has an arbitrary
length. The encryption operation constructs the ciphertext as the exclusive-or of the
plaintext and the keystream. Decryption is accomplished by computing the exclusive-or
(XOR) of the ciphertext and the keystream.

Public-key cryptosystems are invariably block ciphers, while secret-key cryptosystems

can be block ciphers or stream ciphers.

2.3 Secret-key Cryptosystems

The cryptographic model known as secrete-key cryptography (or symmetric cryptography)
indicates that there is one secret key, which is known to both Alice and Bob. That is,
the key is a secret that is known by all the authorized parties. This key is employed both
to encrypt plaintexts and to decrypt ciphertexts. The actual encryption and decryption
functions are thus inverses of each other.

One of the most common symmetric encryption standards is the Rijndael (AES) cipher |

proposed in 2001 by Vincent Rijmen and Joan Daemen. AES is based on a design principle
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known as a substitution—permutation network, and most of its calculations are done in a

particular finite field.

Encryption Recieve Decryption
Plaintext P P Plaintext

Alice Bob

Private
key

Figure 1: Secret-key cryptosystem schematic.

2.3.1 AES

The Advanced Encryption Standard | | is a standard defined by the US National
Institute of Standards and Technology (NIST) for cryptographic protection of electronic
data. It was defined in 2001, after a long open standardization process to replace the
Data Encryption Standard (DES), dated back to the 1970s. It is a standardization of the
Rijndael | | family of block ciphers, based on an Substitution Permutation Network. A
round consists of the successive application of four steps: SubBytes, ShiftRows, MixColumns
and AddRoundKey. The first and last round are exceptions, as the MixColumns operation
is not performed in the last round, and the first round has an additional AddRoundKey
operation in order to mix the primary key with clear text.

In the algorithm below, 7 is the current round, R is the total number of rounds, kg, k.
and kpr are the respective rounds keys.

NIST standardizes amounts R of rounds and lengths n; in bits for the block to be
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Algorithm 2.1 AES

Require: z (plaintext), ko, k1, ..., kgr (sub-keys)

Ensure: y (ciphertext)

x < AddRoundKey(z, ko)
for r from 1 to R —1 do
Z < SubBytes(z)

x < ShiftRows(z)

Z < MixColumns(z)

2 + AddRoundKey(x, k)
end for
x < SubBytes(z)
x < ShiftRows(x)
x < AddRoundKey(z, kR)
Yy
return y

encrypted and the key, thus existing variants AES-128 (n, = 128, R = 10), AES-192

(np = 192, R = 12) and AES-256 (n, = 256, R = 14). The S-box and other details, such

as the procedure for expanding the master key, are detailed in the NIST publication for

AES [N1S01].

To better understand what the AES operations SubBytes, ShiftRows, MixColumns and

AddRoundKey do; the state is represented as a 4x4 matrix where each element is a byte. In

this example, we will consider a state of 16 bytes, these being xg, x1,...,x15. This status

is arranged in 4 columns, as follows:

Lo
L1
T2

L3

Tq

5

L6

L7

SubBytes. Replace each byte of the state

T8

9

z10

T11

T12

T13

T14

T15

according to a S-box (z; <= S(z;)). The new
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state, after applying a SubBytes, is therefore:

(S(x0) S(zs) S(as) S(aws)]
S(z1) S(zs) S(ze) S(z13)
S(zs) S(z6) S(z10) S(w14)
|S(x3) S(z7) S(zu) S(zis))

Shift Rows. The lines of the matrix go through a cyclic shift, except for the first line. The
second line is shifted one cell to the left, the third, two cells to the left, and the fourth,

three cells to the left. The result of this will then be:

S(zo) S(xg) S(xg) S(z12)
S(xzs)  S(zg) S(w13) S(z1)
S(x10) S(x1a) S(z2)  S(ze)
S(z15) S(ws)  S(ar) S(zn)

MixColumns. Multiplication of each state column by an involutory circulating MDS
matrix MC = (2,3,1,1), that is, each column ¢; of the state is replaced by the column
m; = (MC x ¢;) . This multiplication is performed by interpreting the bytes that make up

the state as polynomials of a particular finite field (see Section 3).

2 3 11

1 2 31
MC =

1 1 2 3

31 11

AddRoundKey. Addition modulo 2 (or an exclusive or logical operation, i.e. XOR) of

each state bit with each corresponding current-round-key bit.
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2.4 Public-key Cryptosystems

The cryptographic model known as public-key cryptography (or asymmetric cryptography)
indicates that there is a pair of keys used throughout the cryptosystem.A public key would be
used to encrypt the plaintext and a private key would enable the ciphertext to be decrypted.
A public key can be known by anyone (e.g., Eve), whereas a private key is known to only

one person, i.e., Alice or Bob.

Encryption Recieve Decryption
Plaintext P P Plaintext

Alice Bob

Public Secret
key key

Figure 2: Public-key cryptosystem schematic.

In 1976, Diffie and Hellman [ | proposed a secure method for key exchange, and
the RSA cryptosystem | | was published soon after. These and other public-key
cryptography systems rely on a one-way trapdoor function, where given z, the function
f(x) is easy to compute, but the reverse is computationally hard, unless a secret property
t is also given. A cryptographic hash function is an example of a one way function where
given an input of arbitrary size it produces a fixed size value which is hard to invert. Note
however that it is not a trapdoor function, since there is no secret property or value which
allows for the reversal of a hash. The textbook version of RSA encodes a message as an

integer m and encrypt it by computing m*® mod n for an integer e, a key with public access,
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and an integer modulus n which defines the message space Z,,. This modulus is the product
of two very large prime numbers, both of which remain secret. Computing the inverse
function to recover the message m is equivalent to computing the e root of m¢ modulo n,
which is hard when the prime factors of n are large enough. However, an authorized party
owns an integer d, the trapdoor, for which it holds that e - d = 1 mod ¢(n) and d is the
only such value mod¢(n), where ¢(n) is the Euler’s totient function. From this property,
it holds that decryption is done by simply taking (m¢)? = m. Another way of inverting
m* mod n is to factor the modulus n. Finding the exponent d is easy given the factorization

of n. However, factoring is also a hard problem when n is the product of two large primes.

3 Mathematical Background

Definition 1 (Groups). A Group (G,*) is a set G with a binary operation * where
1. foralla,be G, axbe G
2. forall a,b,c € G, ax(bxc) = (ax*xb)*c
3. exists an element e € G such that axe =exa =a for alla € G

4. for all a € G, exists an element b € G such that axb=bxa=¢

Besides that, the Group (G, x*) is said Abelian if:
5. for alla,be G, axb=>bxa

Definition 2 (Ring). A Ring (R,+,.) is a set R with two binary operations + and . so

that:
1. (R,+) is an Abelian Group
2. for all a,b,c € R, a.(b.c) = (a.b).c

3. for all a,b,c € R, a.(b+c¢) =a.b+a.c and (b+¢).a=b.a+ ca
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Definition 3 (Field). A Ring (R, +,.) is called Field if (R*,.) is an Abelian Group, where
R* =R\ {0}

Definition 4 (Finite Field). If (R, +,.) is a Field and the cardinality of R is finite, |R| = q,

then we have a Finite Field denoted by IF,.

We can construct vector spaces over finite fields. Let’s denote by Fy the n-dimensional
vector space constructed with vector entries as elements of IF,.
Thus, we can define linear binary codes and codewords, where any linear combination

of its codeword elements also forms a codeword.

Definition 5 (Linear Binary Code). Let k,n be positive integer constants, such that k < n.
A linear binary code C|n, k|a is a vector subspace with dimension k of F3, (C C Fy). The

elements ¢ € C[n, k] are called codewords, and the code size (cardinality) is |C| = 2F.

The concepts of a generator matrix and a parity check matrix are central in coding
theory. A generator matrix can be seen as a matrix where its rows form a basis for a linear
code, while a parity check matrix can be derived from a generator matrix of a linear code.

The formal definitions are given below.

Definition 6 (Generator Matrix and Parity Check Matrix). Given a linear code C[n, k]2,
we can choose k linear independent vectors {go, g1, ..., gk—1} from C[n,k]a. Fach vector of
C[n, kla can be written as a linear combination of the chosen vectors, i.e., ¢ € C <> ¢ = u@,

where u € FY is a coordinate vector and G is the matrix

g0

g1

gk—1

called Generator matriz of C. This matriz has dimension k x n. We can also define the
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matrix H :r x k, r =n — k, such that
HCT:0T><17

called Parity Check matriz of C.

Definition 7 (Systematic form). A matriz is said to be systematic if

A:[Im|T]

where 1, is a m X m identity matrixz. For a linear code C, its generator or parity matrix in
systematic form are both unique. Given a generator or parity matriz, it is possible to obtain

the associated systematic form through linear operations such as Gaussian Elimination.

Given the generator matrix G and a parity check matrix H for a code C[n, k]2,it is

possible to write its systematic form as being

H = [-PT|I,_p).

For some particular P of size k X (n — k). It is also possible to define metrics over codes.

Definition 8 (Metric). A metric on a set X is a function (called distance function)
d: X xX —[0,00),
where Yz, y,z € X the following three axioms are satisfied:
1. d(xz,y) =0 <= x =y (identity of indiscernibles)

2. d(xz,y) = d(y, =) (symmetry)

3. d(z,y) < d(z,z) +d(z,y) (triangle inequality)
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Definition 9 (Weight). Given a metric d on a set X, the weight (function) w : X — [0, 00)
induced by d is defined, Vx € X, as w(z) = d(z,0) = d(0,x).

One of the most useful metrics in Coding Theory is the Hamming Metric, defined bellow.

Definition 10 (Hamming Metric). The Hamming distance, dy, of two vectors x and y from

space [y is the number of equivalent positions that differs between the two vectors, i.e.,
dh(xay) = ’{Z 0<i<n—-1lum 7& yl}’

Furthermore, the minimum distance and error correcting capability of a code are fundamental

parameters related to codes, and thus are defined below.

Definition 11 (Minimum distance). Given a code C and an arbitrary metric d, e.g. the
Hamming metric, the minimum distance of C with respect to d is

4= min {d = mi
a = min {d(c, c2)} = min{w(c)},

where d(x,y) is the distance between x and y; and w(zx) = d(z,0) is the weight function

induced by d, for z,y € Fy.

Definition 12 (Error correcting capability). Given a code C with minimum distance dq

with respect to a metric d, the code is t-error correcting if and only if g > 2t + 1.

Since linear codes are defined over discrete vector spaces, some bounds regarding dimension,
length and minimum distance must be observed. One of the most well-known bound in

coding theory is defined in the sequence.

Theorem 1 (Singleton Bound). Given a C[n,k| code with minimum Hamming distance
dq, = d, we have that

d<n—k+1
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Proof. Let C[n, k] be a linear code with minimum Hamming distance §q4, = d.

First observe that the number of codewords in C is ¢*. This result is immediately, since
we can construct all the codewords as linear combinations of vectors k (basis).

It is easy to see that all codewords ¢ € C are pairwise distinct. Thus, with we delete
the first d — 1 positions of each codeword, the resulting codewords must still be pairwise
distinct since all of the original codewords in C have Hamming distance at least d from each
other. Thus the cardinality of the altered code is the same as the original code.

The newly obtained code has length n — (d — 1) = n — d + 1 and, thus, there can be at

n—d+1

most ¢ of them. Since C was arbitrary, this bound must hold for the largest possible

code with these parameters, thus
IC| :quq”_d+1—>d§n—k—|—l

O]

Definition 13 (Maximum Distance Separable (MDS) Code). A code C is said to be Mazimum
Distance Separable (MDS) if and only if its minimum distance achieves the extreme value

of the Singleton bound, i.e.
0q,(C)=n—k+1

The two most important operations in algebraic coding theory are encoding and decoding.
Those operations allow the correlation between an arbitrary space and the space defined by
a code.

The encoding operating, given bellow, establishes the transformation of a given vector

in space to a codeword.

Definition 14 (Encoding). Given a vector v € IF’;, the encoding of v is the codeword c

generated as ¢ = vG.

In turn, the decoding operation does the oppose transformation of the encoding, converting
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a given codeword to a vector. There are many approaches to decode a codeword. The

following presents the idea of the syndrome decoding approach.

Definition 15 (Syndrome). Given a code C, the syndrome s of a vector v € Fy is the value

obtained from the operation s = HvT, where H is a parity check matriz for C.

Definition 16 (Decoding). Given a vector v = c+e in F}, where ¢ is a codeword in C and

q )
e is an error vector in ¥y, the decoding problem is to associate v with a correct codeword in

C.

Note that Hv? = 0 < e = 0, this is, v is a codeword if and only if its syndrome is zero.
The decoding process consists in eliminating the error vector e from v aiming to obtain
c. There are several techniques for decoding the received vector v. One of these decoding
techniques is the syndrome decoding, that considers that vectors affected by the same error
belongs to the same coset.

Finally, some examples of code families with interesting extremal properties regarding

minimum distance and error correction capability are given in the following.

Example 1 (Binary Hamming Code). The binary Hamming Code is a C[7,4] code with
length n = 7, dimension k = 4 and minimum distance 04, = 3. Its generator and parity

matrices in systematic form are given bellow.

100 01 01
01001 11

G = )
00101 10
0 001/011

and
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Example 2 (Goppa Codes). Let t and n be two positive integers, with t < n < q. Let
g(z) € Fylz] an irreducible polynomial of degree t in Fy and let L = {ay, - ,on} be an
ordered set with n elements of F, such that none of then is a root of g; that is, for all

ie{l,...,n}, g(o;) #0. The Goppa Code I'(g, L) is defined as

I'(g,L) = {c = (c1,- -+, cn) € Fy, such that Z % =0 mod g(az)} .
i=1

— JZ—LZ'

The polynomial g(x) is called Goppa’s polynomial. The correcting capability of the code is
t, the dimension is n — mt and the minimum distance is at least 2t + 1. Besides, one can

find the Goppa’s parity check matric H using the matrices V and D, with H =V D,

1 1 1 .
oy 0 0
aq a9 Qo
0 9(0162) 0
t—1  t—1 0 0 g(clxn)
al_ a2_ . ag_l
4 MDS Matrices in Cryptography
As proposed by Shannon in “Communication Theory of Secrecy Systems” | ], confusion

and diffusion are key concepts in order to build secure criptosystems.
Confusion. Means that each binary digit (bit) of the ciphertext must depend on several
parts of the key, obscuring the connections between the two.
Diffusion. Means that if we change a single bit of the plaintext, then (statistically) half of
the bits in the ciphertext must change, and similarly, if we change one bit of the ciphertext,
then approximately one half of the plaintext bits should change.

The main motivation for the usage of MDS codes in cryptography is that these structures

achieve perfect diffusion. Indeed, as introduced by S. Vaudenay in | ], MDS matrices
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are isomorphic to multipermutations over an alphabet Z, that, in it turns, achieve perfect

diffusion.

Definition 17 (MDS matrix). A matriz M of order n is a MDS matriz if and only if every
sub-matriz of M is non-singular (i.e., a superreqular matriz)
Equivalently, a matric My, s MDS if and only if

where X = (zg,21,...,2n_1)" and Y = (yo,y1,---,Yn_1)" are vectors in an arbitrary field

and W(X) is the number of non-zero elements of X.

Definition 18 (Multipermutation). An (r,n)-multipermutation over an alphabet Z is a
function f from Z" to Z™ such that two different (r +n)-tuples of the form (x, f(x)) cannot

collide in any r positions.
Example 3. A (1,n)-multipermutation is a vector of n permutations over Z.

Example 4. A (2, 1)-multipermutation is equivalent to a Latin square. Recall that a Latin
square of order n with entries from an n-set X is an n X n array L in which every cell
contains an element of X such that every row of L is a permutation of X and every column

of L is a permutation of X (see [ | for more details).

An equivalent definition of multipermutation is that the set of all (r + n)-tuples of the
form (x, f(z)) is an linear error correcting code with minimum distance n + 1, which is the
maximal possible (recall the Singleton bound, Theorem 1. For more details, see | ,
Section 2.4]). In the case of a linear function f, this is exactly the definition of MDS codes
with parameters [n +r,r,n+ 1].

More generally, a (7, n)-multipermutation is equivalent to a (| Z|", r+n, | Z|, r)-orthogonal
array. Recall that an orthogonal array OA(k,n), with & > 2 and n > 1, is an n? x k array,

A, with entries from a set X of cardinality n such that, within any two columns of A, every
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ordered pair of symbols from X occurs in exactly one row of A. In this case n = |Z| and
k=r.
A multipermutation also corresponds to the notion of perfect local randomizer introduced

by U. Maurer and J. Massey in [ .

Definition 19 (Sequence generator). A (k,n) sequence generator G is a function G :

{0,1}* = {0,1}".

Definition 20 (Perfect local randomizer). A perfect local randomizer is a sequence generator
that stretches a (binary) random sequence of length k to a pseudo random sequence of length
n such that every subset of e or less bits of the generated sequence is a set of independent

random bits.

The concept of a perfect local randomizer also corresponds to what is known in combinatorics
as an orthogonal array | ]

A multipermutation performs a perfect diffusion in the sense that changing ¢ of the
inputs changes at least n — ¢ + 1 of the outputs. In fact, it corresponds to the notion of
perfect local randomizer | ] with optimal parameter for collisions. Thus, if a function
is not a multipermutation, one can find several values such that both few inputs and few
outputs are changed.

The design of multipermutations over a large alphabet is a very difficult problem, as the
design of mutually orthogonal latin squares (MOLS) is a well-known difficult one | ]
The only powerful method seems to use an MDS code combined with several permutations

at each coordinate.

4.1 SPN and P-SPN ciphers

In cryptography, a Substitution-Permutation Network (SPN) is a series of linked mathematical
operations used in many block cipher algorithms such as AES (Rijndael)] . It is

essentially composed by a substitution layer (S-boxes), that substitutes a small block of
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bits (the input of the S-box) with another block of bits (the output of the S-box) by means
of a non-linear transformation; and a permutation layer (P-boxes), that takes the outputs
of all the S-boxes of one round, permutes the bits, and feeds them into the S-boxes of the
next round, as discussed in Section 2.3.1. This can be summarized in Figure 3.

Let I be a finite field of size ¢" with ¢ a prime number. Formally, SPN ciphers can be

defined as follows.

Definition 21 (SPN Ciphers). An r-rounds SPN cipher is an application Ej, : F* — F*,
where k € FY, so that for every message x = (w1, T2,...,2¢) € FY, the encryption is defined
by

Ej(z) = (Fro...0Fy)(x+ k@),

where F; : F* — F is defined as Fy(z) = R(x) + k9, fori e [1,7] and kO, ... k" € F* are
the round keys.

In the case of an SPN permutation, the secret round keys are just replaced by public
round constants. We denote by R the composition of the S-box and the linear layer, i.e.,
R :F' — F* with

R(X)=(MoS)(x)=M(S1(x1),...,S:(x)),

where S; : B8 — Tt for i € [1,t] is a nonlinear polynomial S-box and M : F* — F! denotes

an invertible non-trivial linear layer defined by the multiplication with a matriz.

Definition 22 (Non-trivial linear layer). A linear layer M : F — F is non-trivial if it
ensures full diffusion (in the sense that each bit of the output depends on each bit of the

input and vice versa) after a finite number of rounds.

It follows immediately from Definition 22 that MDS matrices composes a class of non-
trivial linear layers for SPN schemes, since they provide full diffusion | ].
The SPN application on a cryptoscheme can be computational expansive. Aiming to

reduce that cost, it was introduced the notion of partial substitution-permutation network
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Figure 3: 3-rounds SPN.

(P-SPN), where some SPN’s S-boxes are chosen to be identity functions, which reduces the

cost of performing non-linear transformations for all S-boxes.

Definition 23 (P-SPN Ciphers). A r-rounds P-SPN cipher is an application E}, : F* —
F! on a message x in F', where k € Ft, so that for every input x = (x1,2,...,7;) the
encryption is defined by Ef(z) = (F.o...0 Fy)(z + k@), where F; : F* — F! is defined
as Fi(z) = R(x) + kW, for i € [1,7] and the round keys kO, ... k) € Ft. In the case of
an SPN permutation, the secret round keys are just replaced by public round constants. We

denote by R the composition of the S-box and the linear layer, i.e., R : Ft — F* with
R(X)=(MoS)(z)=M(S1(x1),...,9(xs), Ls+1,...,1It),

where s € [1,t) is the number of active S-bozes, S; : F — F, for i € [1,t] is a nonlinear
polynomial S-box; Is11 = --- = Iy are identity functions; and M : F — F denotes an

invertible non-trivial linear layer defined by the multiplication with a matrix.
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The main consequence of simply applying P-SPNs instead of SPNs is security. Aiming to
reduce the impacts on security, it was proposed in | | the so called HADES strategy,

that combines the usage of both SPN and P-SPN strategies, as can be seen in Figure 4.

1 1 l l 1 l
| ARCY(-

FH B0 00

M(-

1
Ry rounds
I

| |
| ARC()

{|\\{\w%mm

| M()
T ] s 1 ¥ ¥

| ARC(-

SO0 D0E

| M
+ i s I

L 1 1 L 1 1

7

1
Ry rounds
T

Figure 4: HADES strategy.

Moderns cryptosystems like Poseidon [ ], LowMC | ] and Zorro |
use the HADES strategy, combined with some exhaustive repetition strategy (e.g. the
calculation of several rounds on a Merkle tree; see [ | for more details) to ensure
security. However, the performance of those schemes can be seriously affected. This
motivates the study of linear layers on P-SPN schemes, aiming to improve security and

performance simultaneously.

4.2 Invariant Subspaces and Subspace Trails

Before studying weak linear layers, let us present the definitions of invariant subspace
(introduced in | ]) and subspace trails (introduced in | ]), that lead to several

attacks on SPN cryptosystems.

Definition 24 (Invariant Subspace Trails). Let Kyeqr be a set of keys and k € K yeqr, with
k= kO kD kW) where each k), j € [0,7] is the j-th round key. For k € K e, the

subspace IS generates an invariant subspace trail of length r for the round function Ry(-) =
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R(:) + k if for each i € [1,7] there exists a non-empty set A; C IS (the complementary
subspace of IS ) for which

Va; € Ai, Elalurl € Ai+1 : Rk(i) (ZS + ai) = R(IS + CLZ') =78 + Q1.

All keys in the set Kyeqr are weak keys and can be exploited by a non-authorized party.

Definition 25 (Subspace Trail). Let (Ui, ... ,Ur+1) denote a set of 7+ 1 subspaces with
dim(U;) < dim(Uit1). If for each i € [1,7] we have

Va; € Uy, 3aiv1 € Uipr : ROUs + a;) C Usyy + aiy1,

then Uy, ... ,Ury1) is a subspace trail of length v for the function F(-) = (R™ o---o
R(l))('). If all the previous relations hold with equality, the trail is a constant-dimensional

subspace trail.

Definition 26 (Iterative (Constant-Dimensional) Subspace Trails). Let {V1,Va,..., V. } be
a constant-dimensional subspace trail for r rounds. This subspace trail is an infinitely long

iterative (constant-dimensional) subspace trail of period r for the considered scheme function

if it repeats itself an infinite number of times, i.e., if

{VDVQ?"'aVT‘thVZa"',VT,Vl?VZa"'avra'--}

s an infinitely long subspace trail.

Clearly, an invariant subspace trail is also an iterative subspace trail for P-SPN schemes
under the assumptions that A; = F? and that the set Kyeax is equal to the set of all possible
keys; while not every iterative subspace trail is also an invariant subspace trail. At the same

time, the following result holds.
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Proposition 1. Working over Bt | let {V1, Vs, ..., V,} be an infinitely long iterative subspace
trail of period r. If dim(Span{Vi,Va,...,V;}) < t, then Span{V1,Va,..., V. } generates an

infinitely long invariant subspace trail.

Proof. The subspace Span{Vy, Vs, ..., V. } is invariant since each coset of V; is mapped into

a coset of V;y1, by definition. O

Before continuing, we briefly mention the link between truncated differential trails and
subspace trails. Differential attacks | | exploit the fact that pairs of plaintexts with
certain differences yield other differences in the corresponding ciphertexts with a non-
uniform probability distribution. A variant of this attack/distinguisher is the truncated
differential one | |, in which the attacker can predict only part of the difference between
pairs of texts. Using the subspace terminology, given pairs of plaintexts that belong to the
same coset of a subspace X', one considers the probability that the corresponding ciphertexts
belong to the same coset of a subspace ) to set up an attack. In particular, note that two
texts are in the same coset of a given subspace if and only if their difference belongs to such
a subspace:

z,y € V+aifand only if x —y € V.

The relation between truncated differential trails and subspace trails has been studied in
details in | | and | |. Finally, impossible differential and truncated impossible
differential attacks based on differentials that hold with probability zero have been studied

in [ ]

4.3 Subspace Trails for P-SPN Schemes (Inactive S-boxes): A necessary

and sufficient condition

Recalling the fact that the nonlinear layer is only partial in P-SPN schemes, with s > 1

(active) S-boxes and t — s > 1 identity functions (i.e., inactive S-boxes), it is always possible

t—s

to find an initial subspace such that no S-box is active (at least) in the first L S

J rounds.
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Indeed, assuming that s S-boxes are applied to the first s blocks of a text and choosing texts
in a same coset of S = Span{vy,...,vq} s.t. d =dim(S) >t —s|[=2] and 1 < i < |2,

1<j<d: (Mi_lvj)[1727“_75] = (0,0,...,0) € F?; it follows that no S-box is active in the

first L'S_TSJ rounds. This result is formalized in the following definition.

Definition 27. Consider a P-SPN scheme over F! as in Definition 23. Then, we define

the subspace SO as S©) =TF*, and fori > 1

SO i={veF : (M vy, 4=1(0,0,...,0) € F*j < i}.

Theorem 2.

ST = {ve SO (M v)pa. q=(0,0,...,0) € F*,j < i} =8I n(nmHsW) c sO.

Proof. Given SU) = Span{e,1,..., e}, we observe that (M-2)q,..5=(0,0,...,0) € F* if
and only if (M -z) € SW, ie., z € M~'SM. Thus

St — s A p1sM ... qp—is,

Hence, given z € Ft, it follows that 2 € S+ if and only if z € S@ and x € (M~ =DSM),

O]

Theorem 3 (| ). Given a P-SPN scheme with s S-boxes defined as Definition 23,
let M € Tt be an invertible matriz. A subspace IS, where 1 < dim(ZS) < t, generates
an infinitely long invariant subspace trail (with no active S-bozes) if and only if there exists
i>1st SU=MSY and IS € SO. Similarly, a subspace IS, where 1 < dim(ZS) < t,
generates an infinitely long iterative (non-invariant) subspace trail of period | > 2 (with no

active S-boxes) if and only if there exists i > 1 s.t. SO = M'.8D gnd IS € 8.
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4.3.1 Non-existence of infinitely long invariant subspace trails for MDS linear

layers

Based on the result presented by Theorem 3, in this section we will proof that a necessary
(but not sufficient) condition for the non-existence of infinitely long invariant subspace trails
is that the linear layer must be MDS. This proof reinforces the good fit of MDS matrices
for certain cryptoschemas, since, in addition to providing perfect diffusion, they provide

resistance against invariant subspace attacks.

Definition 28 (Generalized Inverse). Let A € F™*™ be an arbitrary matriz. The matriz

A € T s q generalized inverse of A if it satisfies the equation AAA = A.

men

Lemma 1. The general solution of any homogeneous system AY =0, with A € and

Y € F"%", can be written as Y = (I, — AA)U, where U € F™ " is arbitrary.

Proof. Considering Y = (I, — AA)U, we have that A-Y = A(I, — AA)U = (A— AAA)U =

(A—A)U =0 -U = O for any matrix U € F"*". O
Lemma 2. | | Given the matrices A, B, C' with the appropriate dimensions, then
rank([A4, B]) = rank(A) + rank(B — AAB), (1)
and
A _
rank = rank(A) + rank(C — CAA). (2)
C

With the Definition 28 and Lemmas 1 and 2, we can prove the following result.

Lemma 3. Let A; € F™*" i € [1,k] be a set of k matrices. The dimension of the
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intersection of the column subspaces col(A;) is given by

Ay A, O ... O
k i Ay O A3 ... O
dim (ﬂ col(Ai)> = Zrank(Ai) “rank | ’
i=1 i=1
Ay O O ... A

k

Proof. Let X € F™*! be an arbitrary element of ﬂ col(A;). We have that there exist
i=1

X; € F1 for 1 <i <k, such that

X=A41X1 =4Xy == A Xy, (3)

k

this is, X € ﬂ col(4;) if and only if X € col(A4;) for all « = 1,...,k. The expression in
i=1

Equation (3) can be seen as a matrix system of the form:

L, —-A1 O 0] X
I, O —A 0] X1

=0 (4)
I, O O —Ar ) \ Xk

Equivalently, the system in (4) can be denoted as MY = 0, where M € FF™*? and Y € F**!
for t = (k4 1)n. Thus, according to Lemma 1, the general solution for the system MY =0
presented on Equation (4) is Y = (I; — MM)U, where U € F**! is arbitrary. Therefore,

the general expression for X is

X = (In,0,...,0)Y = (I,, 0, ...,0) (I, — MM)U.

k k
Since X € ﬂ col(A;) is arbitrary, the dimension of ﬂ col(A;) can be calculated using
i=1 i=1
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Lemma 2 as

k
dim (ﬂ col(Ai)> = rank((Ln, O, ...,0)(I; — MM)) = rank((In, O,...,0) — (I, 0, ...,O)MM))
i=1

I, O ... O
= rank — rank(M)
M
L, O O
I, —A; 0]
L, -4 ... O
= rank . ‘ . — rank
I, O —Ay
L, O — Ay
A -4y O 0]
—A; . O
A O —Ag O
= m + rank : : — m — rank
O —Ay
A O 0] — Ay
A Ay O O
i Al O Az O
= Z rank(A;) — rank
i=1
A O O A

Now, with Theorem 3 in hands, we want to characterize a linear layer M in order do
avoid the generation of an infinitely long invariant subspace trail (with no active S-boxes).
That is, we want to find a condition that ensures for i > 1,8 # M.S®. Hence, it holds

for i > 1,dim(S®) # dim(M - S@)) implying S # M - S®

Theorem 4. If the condition of Theorem 3 won’t hold, i.e., $i > 1 s.t. S® = M.S® and

IS8 C 8W; then M is MDS.
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Proof. From Lemma 2, we have that for ¢ > 1,
SO — s A pr—1sM (Mfl)QS(l) AN (Mfl)(iﬂ)g(l) N (Mfl)(ifl)g(l), (5)
and
M-8D=pM.-8Dn8H M HSDn...n (M 1S A (1) =250, (6)
Follows immediately from Lemma 3 and Equations (5) and (6) that

dim(S®) = dim (s<1> AMISW A (M1)28W .. A () E-2sW (M—l)@—l)s(l))

—rank(SW) + rank(M ~1SW) 4 rank((M~1)2sM)+

+ -+ rank((M 2D 8W)Y 4 rank((M 1) -DSM)— (7)
SO M-tsM 0 0 0
S 0 (M~1)28M o 0
— rank ,
0 0 0 0
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and that

dim(MS®) = dim (M:s(l) NSO N mHsWn...n M 13 n (M*l)“*?)s(l))

=rank(SWM) + rank(MSM) + rank(M ~*8M) + rank((M~1)28W) + ...+

(8)
s Msm 0 0 0
. s 0 M-1HSM o 0
+ rank((M )= SM) — rank ( )
0 0 0 0
s 0 0 0 (M~-1)i=2 50

Hence, according to Equations (7) and (8), in order to have dim(S®) # dim(M.S®)

implying S® % M -8 for i > 1, we need

S p-1sM 0 0 ... 0

4 s 0 M-128M o ... 0

rank((M~1)=DSM) — rank . . ( ) ‘ . #
S 0 0 0 ... (M~Ht-DHsW®
SO pmsW 0 0 ... 0
. s 0 (M HsH o ... 0
# rank(MSW) — rank

sh 0 0 0 ... (M Hi-2sM)
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Applying Lemma 2, we can simplify Equation (9) as follows:

SO M-ts® 0 0 ... 0
. s 0 M-1H2sM o ... 0
rank((M~1H)~DSM) — rank ( )
S 0 0 0 ... (M~Ht-Hs®)
M=1sM  (M—1)2sM) 0
M—ls(l) 0 (M—l)Ss(l)

= rank((M 1 DSWY) — rank(SM) — rank

M-1s® 0 0 o (MHEDSM)
SO mst 0 0 ... 0
s 0o  (MHs® o ... 0
# rank(MS™) — rank
s 0 0 0 ... (M Hi-2sM)
M-S (M—HSW 0 0
M-SW 0 (M~1)2sM . 0
= rank(MS™M) — rank(S™) — rank
M-S 0 0 o (MHEDSM)
= rank(MSW) — rank(SW) — rank(MSM)
M=18MW  (M—1)2s() 0 0
M-1s®) 0 (M~1)3sM .. 0

— rank

M-1sM) 0 0 o (MHEEsM)
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Now, let us denote:

M-18M  (M—1)2s) 0 0
M-1s® 0 (M~1)38M) . 0
B 0
M-S 0 0 (M—1HE=2sM) ¢
and
C—(Mls(l) 00 . (M1><H>s<l>).

A generalized inverse matrix for A is given by

0 0
| orsm 0
A p—
0 0 (M—l)(i—2)3(1)
so that
I 0 0
_ 0 I 0
AA =
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. Thus, by Lemma 2, we have that

rank A - rank(A) + rank(C — CAA)
C
_Mflsﬂ) (M~—1)28M) 0 0
M—1sM 0 (M~1)38™) 0
— rank : 0
M-1sM) 0 0 (M~—1H=2)5(1) 0
MAlsL o o ... (M) SO

= rank

M=1SM  (M—1H2sM) 0

= rank

+ rauk [<M18<” 00 ... (D)= (IS 0 0 . (M)

M8 0 L (MHEDSO)
+ rank <<M‘18<” 00 ... (M~HiD)—(M1s® 0 0 ... (M—l)u—n))

M=1SMW  (M—1h2sM 0
= rank : 0

M-S 0 L (MYEDSW
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Since all the terms rank(S(M), ..., rank(M~1)(=2)S() cancel each other for both Equations (7)

and (8), it follows that Equation (9) can be rewritten as
rank ((M—l)“'—l)S(l)) £0,¥i > 1 (10)

Thus, recalling Definition 17, Equation (10) states that if M is MDS then the condition
of Theorem 3 won’t hold. O

5 Construction of MDS Matrices

Besides Theorem 4 ensuring that a necessary condition for the non-existence for infinitely
long iterative (non-invariant) subspaces trails is the usage of a MDS linear layer, this
condition is not sufficient. This is, even using MDS matrices as linear layer it is still

possible (although very unlikely) to find an invariant subspace based attack.

Thus, the construction of MDS matrices that are sufficient itself to avoid infinitely long
iterative subspaces trails remains an open problem | |. Even so, this section presents
some MDS construction techniques proposed | ] that can be investigated and/or

adapted to fill this gap.

Definition 29 (Superregular b-block matrix). A matriz A = [A;;] € Matymxpe(Fq), where
each A;j has size b X b is a superreqular b-block matriz if every submatriz of A consisting

of full blocks matrices A;j is non-singular over Fy.

Theorem 5 (| ). Let G = [[k A} be a kb x nb systematic generator matriz of an
Fy-linear code CFZ with parameters [n, k|. Then Cﬂrg is MDS if and only if A is a superreqular

b-block matriz.

Definition 30 (Companion Matrix). Given a polynomial p(z) = po+- -+ pm_12™ + +2™
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of degree m we define the companion matriz of p(x) as:

00 00 —po

10 00 —p

0 1 00 —p
Cp(z)) =

00 ... 10 —Pm—1

00 ... 01 —p,

Corollary 1. Given a primitive polynomial p(x) € Falz]| of degree m, the determinant of

C(p(x)) over Fq is 1.

Definition 31 (Circulant matrix). A circulant matriz C([ag, a1, a2, ..., am—1]) of size mxm
1s a matriz where each of its rows is a right cyclic shift of the row above it. Hence, it has

the following form:

agn al as ... am—9 am-1
am—1 ao a ... Gm-3 0am-2
Gm—2 Gm-1 ag ... O(Am—4 am-3
C([ao, ai,ag, ..., am_l]) =
a9 as aq ... ag aq
aiq a9 az ... Qm-—1 ag

5.1 Construction Based on Companion Matrices

Theorem 6 (] ). Let C be the companion matriz of a primitive polynomial p(x) €
Fqlx] with degree b. If o € Fpp is a primitive element, then the map ¢ : F + Fy[C] such

that ¢ (a) = C is a Field isomorphism.

Theorem 7 (] ). Let C be the companion matriz of a primitive polynomial p(x) €

Fy[x] with degree b, and consider the field isomorphism 1 : F = Fy[C] such that ¢(a) = C
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where o € Fp is a primitive element. Then the map ¢ : Matmxi(Fp) = Maty,xi(Fy[C])
given by
P([ai;]) = [¥(aiy)]

s a Ting isomorphism.

Theorem 8 (][ ). If A€ Matmxi(Fp) is a superregular matriz (Def. 17), then G =

[[mb qj(A)] is the generator of an MDS F-linear code CFZ with parameters [m—+t, m,t+1].

Example 5. Consider the primitive polynomial p(z) = 1 + 2% + 23 € Fa[x]. Then,

00 1
Clp(z))=11 0 0
01 1

Let o € Fy3 be a primitive element and consider the superreqular matriz

a 1
A= € MatQXQ(FQS)
1 o?
Then ¢(A) = € Matyxo(Fo) is a superregular 3-block matriz. Consequently,
I C?
C I3
I3 C?

is a generator matriz for an MDS Fo-linear code C]Fg with parameters (4,2, 3].
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5.2 Construction Based on Circulant and Companion Matrices

Theorem 9. The determinant of the binary circulant matriz A = C([a,a,...,a,b,b,...,b])

(i.e., with a repeated k times and b repeated m — k times) of size m X m is given by

0, if ged(k,m) # 1

[ka + (m — k)b](a — b)™~L,  otherwise

det(A) =

Corollary 2. The determinant of the binary circulant matriz A = C([1,1,...,1,0,0,...,0])

(i.e., with 1 repeated k times and O repeated m — k times) of size m x m is given by

0, ifged(k,m)#1
det(A) =

k, otherwise

Corollary 3. If m > 2 is a prime integer, then the determinant of the binary circulant
matrix A = C([1,1,...,1,0,0,...,0]) (i.e., with 1 repeated k times and O repeated m — k

times) over Fy is given by

0, ifged(k,m)#1
det(A) =

1, otherwise

We will denote by C(k,m) the circulant matrix C([1,1,...,1,0,0,...,0]) (i.e., with 1

repeated k times and 0 repeated m — k times).

Theorem 10 (] ). Let m be an odd prime number, k an odd positive integer and

p(z) a primitive polynomial of degree m. The matriz G = [Iam, A] with

C(k,m) C(k,m)
C(k,m) C(p(x))

A:
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or

is the generator matriz of a MDS F-linear code with parameters [4m,2m).

Definition 32 (Cyclotomic polynomial). The cyclotomic polynomial for m prime is given
i=0
by ®,,(z) = Z:cl
m—1
Theorem 11 (| 1). Consider the polynomial q(z) € Falx] with degree less or equal
than m. If ged(q(x), @, (z)) # 1 over Fo[x], then the determinant of the matriz C°(q(x), m)

is zero over Fo, where C°(q(x), m) = C([g[z]] || [0, ... 7O]m—degq(w))'

Theorem 12 (| ). Let r(z) be a primitive polynomial with degree t < m and m be a

prime integer. If gcd(®p,(x),r(x)) =1 then det C°(r(x),m) = 1.

Theorem 13 (] D. If m = 2% and p(z) = po + prz + - 4 p_12™ 1 + 2™ is a

irreducible polynomial, then det(C([po,p1,--.,Pm-1])) = 1.

Theorem 14 ([ ). Let p(x) be a primitive polynomial of degree m and r(x) as before.
The matriz G = [Iam, A] with

or

is the generator matriz of a MDS F-linear code with parameters [4m,2m)].
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6 Conclusion and Future Work

In this paper, a detailed analysis of the MDS matrices application in cryptography was
carried out. In addition to the analysis of MDS layer’s property of perfect diffusion, it
was shown in Theorem 4 that the usage of MDS matrices is a necessary (but not sufficient)
condition for the non-existence of infinitely long invariant subspace trails for P-SPN schemes
at the linear layer of inactive S-boxes rounds.

It was also explored in Section 5 several techniques to building MDS matrices based on
companion and circulant matrices.

However the construction of MDS matrices that are sufficient itself to avoid infinitely
long iterative subspaces trails still an open problem yet [ |, a possible future research
topic may be the adaptation of the MDS constructions presented in Section 5 (proposed
in [ ]) to satisfy the conditions of Theorem 3 aiming to avoid the existence of infinitely
long invariant subspace trails.

Note that the core of Theorem 3 is to avoid the invariant action of the linear layer M,
i.e. S = MS for a certain subspace S. A possible approach to this problem might be to
investigate the characteristics of the algebraic closure of M. Another approach, since S
depends on M (see Definition 27), may be the investigation of the geometric properties of
M as a linear transformation.

Let Bg be the set of vector in S that form a basis for this subspace. Let vol(S) be

the determinant of the matrix generated by placing in rows the vectors of Bg. We define

7 = Voﬁé's )Z s, i.e. the central vector of subspace S times the subspace volume.
ses
Since any changes in S (in at least one vector) can be detected by modifications in the

subspace center and/or volume, the vector @ could be used to characterize the geometric
behavior of a linear transformation M.
Figures 6 and 6 illustrates, respectively, how < should be on a 2-dimensional S toy

model; and how the variance of S over a M linear transformation can be visualized by
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mutations on ?, as proposed.

oV

Figure 5: Vector ¢ for some S.

oV

Figure 6: Instance of S # M S, leading to ¢ # ¢/, for some S.
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